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A little something to think about with the coming  election. 

Can Online Voting Ever Work? 

Category: Privacy From “askbobrankin.com”. 

 

 

Three ballot initiatives have been proposed in California that would require the State to offer 

online voting in government elections. It seems like a natural application for Internet 

technology; it might even increase voter participation by making voting more convenient. If we 

can shop, bank, and trade stocks online, why can’t we vote online? Read on... 

 

Is Online Voting Secure? 

Security experts and election officials say we just don’t have the technology to make online 

voting safe while keeping votes secret. There have been many attempts at online voting systems 

over the past 20 years, and most - but not all - have failed to cut the mustard. 

http://askbobrankin.com/privacy/


In 2010, the District of Columbia challenged hackers to breach an online voting system it was 

developing to allow overseas military personnel to vote via the Internet. A team of security 

researchers at the University of Michigan in Ann Arbor promptly and thoroughly subverted the 

system, changing votes and vote tallies and even inserting “malware” that played the Michigan 

fight song when voters cast their ballots. 

The Australian state of New South Wales introduced an online system called iVote in the Spring 

of 2015. Another white-hat team breached it in just a few days, planting vote-stealing software 

on the server.  

 

Way back in 2004, the Pentagon spent $100 million on SERVE - the Secure Electronic 

Registration and Voting Experiment - in an effort to let overseas military and civilian DoD 

employees in 51 countries vote online. Several tech heavyweights were involved in designing 

SERVE, including Accenture, HP, and Verisign.  

But the Pentagon canceled the project on the eve of its going live, citing numerous security flaws 

that money and expertise could not overcome. Your tax dollars at work... 

But security concerns did not deter Alaska from allowing online voting in 2012, and in a 2014 

election that featured a Senate seat and the governorship. Voters are able to download and print a 

ballot, then either mail it to election officials or scan it to a PDF file and submit it electronically. 

Either way, remote voters must waive their right to vote anonymously; a notarized signature on a 

voter identity verification form is required.  

Online Voting Around the World 

The Swiss have taken an incremental, cautious approach to online voting, with city and canton 

(think “county”) level experiments that began in 2004. Security and trust in online voting have 

improved with each of the more than 100 elections where some votes were cast online. Indeed, 

the Swiss constitution now guarantees citizens the right to vote online. Sixteen percent of Swiss 

votes are cast online now. 

http://www.elections.alaska.gov/vi_bb_by_fax.php


Online voting has been standard in all elections for ten years in the tiny eastern European nation 

of Estonia (pop. 1.3 million), despite security experts warnings that it is vulnerable to hacking 

and internal fraud. The Estonian system relies on the country’s mandatory ID card, a chipped 

“smart” card that provides authentication for digital signatures of electronic contracts as well as 

voter ID verification. About 25% of Estonian votes are cast online now. 

While some voters prefer to vote online, the option has NOT increased voter turnout in 

Switzerland or Estonia. Voters who were going to vote anyway simply voted earlier, while those 

who don’t vote the traditional way cannot be bothered to vote online, either. 

Online voting is gradually gaining footholds around the world. It’s likely to become the new 

normal as generations of citizens accustomed to doing everything online become the majority of 

voters. Let's just hope that the Estonian model of "Do it anyway, despite well-known security 

and privacy concerns" is not accepted as "normal" as we move forward. If that's the case, then I'll 

continue to opt for a paper ballot. 

Your thoughts on this topic are welcome. Post a comment to “askbobrankin.com”... 

 

Slowly but surely a lot of the nagging little bugs withWin10 are 

being fixed. Now the next question is MS using owners to help fix 

them by phoning home, which is another question! 

 

How to Fix Safe Mode Windows 10 (F8 Menu) Missing 
By Dennis Faas on February, 8 2016 in "infopackets.com".  

Infopackets Reader Jim S. writes: 

" Dear Dennis, 

I just upgraded to Windows 10. In all previous versions of Windows, pressing F8 during boot 

would display a menu, where I could then choose 'Safe Mode', 'Safe Mode with Command 

Prompt', and 'Safe Mode with Networking' - however, pressing F8 during the Windows 10 boot 

does absolutely nothing. How can I get the Windows 10 Safe Mode during boot? " 

My response: 

 

You are correct; the F8 boot menu option is no longer available in Windows 10. Microsoft did 

away with that option for two main reasons: one being that the F8 menu makes the system less 

secure; the second is that the F8 menu would be incredibly difficult to access if you have 'fast 

startup' enabled - which most systems do, by default. 

How to access Windows 10 Safe Mode 

You can still access Safe Mode in Windows 10, though it would not be through the F8 key as we 

normally have done in the past. Below I will explain two ways you can access Safe Mode: one is 

after Windows has booted normally, and the other allows you to boot into Safe Mode before 

Windows boots - which is what most users will prefer to do. 

Option #1: Boot into Safe Mode after a Clean Boot 

http://vvk.ee/voting-methods-in-estonia/


To access Safe Mode after Windows has successfully boot, do the following: 

1.Click Start and then click on the Settings app. 

  2.Click on the "Update and Security" icon, then click the option for "Recovery" on the left side. 

  3.Click the button that says "Restart now" to have your computer restarted with advanced boot 

options. 

After Windows 10 reboots, you can choose which boot options you want enabled, including Safe 

Mode. 

Option #2: Include Safe Mode in your Boot Menu (Permanently) 

Most folks would normally only access Safe Mode if they had problems booting their computer 

in the first place; therefore, booting into Safe Mode only after the computer has booted cleanly 

(as described in Option #1) seems extremely counter intuitive. To fix this problem, it is possible 

to 'hack' Windows so that the Safe Mode option is presented before Windows 10 even boots. 

Here's how to achieve this: 

1.Login to Windows 10 as you normally would, then open up an administrative command 

prompt. To do so: click Start and then type in "cmd" (no quotes); wait for CMD.EXE or 

Command Prompt to appear in the list, then right click over top of it and select "Run as 

Administrator". 

  2.Use your mouse to highlight the text below: 

 bcdedit /copy {Current} /d "Windows 10 Safe Mode with Networking" 

 msconfig 

 echo this is a dummy line 

  3.Right click over the highlighted text above, and select Copy. 

  4.Next, go to the command prompt you opened in Step #1, then right click in the window and 

select Paste from the dialogue menu. The text you highlighted in Step #2 should now output onto 

the command line. In case you are wondering, the first command makes a copy of your current 

boot sequence and names it as "Windows 10 Safe Mode with Networking". In the proceeding 

steps, we'll make a few adjustments so that this new boot option uses Safe Mode instead of a 

regular boot. 

  5.The MsConfig window should now appear; go to the Boot tab near the top, then select the 

option which reads "Windows 10 Safe Mode with Networking". 

  6.Under the Boot Options heading, place a check mark beside "Safe Mode", then underneath 

that, select "Network". 

  7.To the right of the Boot Options heading, select a Timeout of 5 or 10 seconds (or however 

long you want the menu displayed), then place a check mark beside "Make all boot settings 

permanent". Click Yes to confirm your changes, then Apply and OK. 

  8.MsConfig may ask you to restart to apply the changes; you can either restart now to see the 

pre-boot menu, or you can choose to "Exit without restart" and review the boot menu later. 

I hope that helps. 

Got a Computer Question or Problem? Ask Dennis! 

I need more computer questions. If you have a computer question - or even a computer problem 

that needs fixing - please email me with your question so that I can write more articles like this 

one. I can't promise I'll respond to all the messages I receive (depending on the volume), but I'll 

do my best 

. 

 



Windows 10 Phones Home to 50+ 
Microsoft IP Addresses 

 
By John Lister on February, 10 2016 in “Infopackets.com”. 
 

Windows 10 "phones home" thousands of times each day even with the most restrictive privacy settings, 
according to a newly published article. While the precise figures are in question, it highlights ongoing 
concerns about Microsoft monitoring. 

The experiment was carried out by a message board poster using the somewhat unlikely name of 
CheesesCrust. He decided to find out exactly what happens if Windows 10 is run with all tracking 
supposedly disabled. (Source: voat.co) 

To do this, he used a virtual machine tool on a laptop to simulate installing Windows on a completely new 
machine. He then installed the enterprise edition of Windows 10 (which should have the highest security 
and thus least monitoring) and intentionally switched off every option in three pages of tracking controls 
just before users are allowed into the desktop. 

5,000 Connections In 8 Hours 
The examiner then left the computer unattended, with no third-party-software running, and used a logging 
tool on his router to see what happened. It turned out that in the first eight hours, the computer tried to 
send data over the Internet 5,508 times. Of these, 3,697 could be directly connected to one of 51 different 
addresses known to be operated by Microsoft. 

Even more surprising: the experiment was repeated for 30 more hours, this time using third-party blocking 
software specifically designed to stop Windows 10 tracking. The computer still made 2,758 transmissions 
to 30 Microsoft addresses. 

Tech experts have warned that it's dangerous to rely on the numbers as indicated by the user's 
experiment. One point in dispute is that the tester had configured his router to cut off every connection 
after it had been made and logged. That could have caused the computer to keep trying to regain contact, 
bumping up the total number of connections considerably. (Source: networkworld.com) 

Auto-Updates Could Be One Factor 
Other writers have noted that the tester only tweaked privacy settings when presented with tracking 
control options during the set-up. This means he likely missed several tracking options which can only be 
changed through various settings menus once Windows 10 is up and running. 

https://voat.co/v/technology/comments/835741
http://www.networkworld.com/article/3031740/microsoft-subnet/windows-10-generates-a-ton-of-network-traffic-even-with-maximum-privacy-settings.html


It's also possible that Windows 10 was attempting to update itself and that Microsoft has set the system to 
collect updates from a range of addresses to spread demand on its servers. 

The results are by no means conclusive. However, the test does highlight the fact that Windows 10 
communicates data to Microsoft on a large scale and that the company continues to struggle to reassure 
users that this communication is always both useful and necessary. 

What's Your Opinion? 
Have reports of Windows 10 monitoring put you off upgrading? Should the system have an even clear list 
of settings and controls so that users can choose exactly what data they share with Microsoft? Would you 
trust such a list if it was available? 
 

 

 

A LITTLE MORE TO THINK ABOUT! 

 

A bill that would allow Florida residents to 

designate a posthumous executor for their social 

media, email, cloud storage, and other online assets is 

making its way through the state legislature. 

 

Talk about encripded cell phones and Uncle Sam 

just think what a battle would erupt if you had a 

person of the opposite sex (Boy/girl friend) be the 

executor! 


