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For the past several years, it's been illegal to tinker with or modify certain electronic gadgets 

you own, or even explore how they work. It's also been a big no-no to make personal copies of 
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music, videos and games you own. But that's changing. Read on to learn the latest news about 

the laws that govern your car, mobile phone, medical devices, music, movies… and your John 

Deere Series 8000 farm tractor. 

Copyright Wins For Consumers 

The Library of Congress has granted several new exemptions to the Digital Millennium Copyright 

Act (DMCA), giving consumers greater freedom to tinker with the software that controls their 

electronic devices, including automobiles. Other exemptions make it legal to rip DVDs to make 

fair-use remixes, play video games no longer supported by their publishers, and jailbreak all 

mobile devices, not just cellphones as the previous exemption specified. 

When the DMCA was enacted 17 years ago, lawmakers were aware that future technology 

affecting copyright could not be foreseen. So they included in the DMCA provisions that 

directed the Library of Congress, which oversees the Copyright Office, to review the law every 

three years, and authorized the Librarian to grant exemptions to the DMCA’s provisions.  

  

The latest triennial review began last November. And in typical government fashion, it took the 

Library almost a year to come to some obvious, common sense conclusions. The new 

exemptions were issued in late October 2015, and are detailed below. 

The Electronic Frontier Foundation (EFF) requested an exemption allowing automobile owners, 

or their designated agents, to circumvent access controls on their cars’ Electronic Control Unit 

(ECU) for legitimate purposes such as diagnostics and repair.  

Several manufacturers strongly opposed this exemption on the grounds that consumers’ tinkering 

with software could make their cars less fuel-efficient, more polluting, or even unsafe. John 

Deere made the preposterous argument that farmers might download pirated music while driving 

a Big Green tractor.  

The EFF’s request got a big boost from the recent Volkswagen emissions-test cheating scandal. 

The ability of third parties to crack open and inspect ECU code is an important safeguard against 

similar shenanigans, the EFF argued. The Librarian agreed, to a certain extent. 

What's New in Digital Copyright Laws? 

For the next three years, at least, consumers are free to tinker with all of the software in their cars 

except for entertainment and telematics systems. “Telematics” includes remote diagnostics and 

control, such as OnStar. Apparently, the Librarian shares John Deere’s concern about music 

pirates riding farm tractors on the high seas of the fruited plain, so software that controls a 

vehicle’s entertainment systems is off-limits. 
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This exemption does not authorize illegal modifications such as disabling emission-control systems, 

as Volkswagen did. But it does break the monopoly of factory-authorized dealers on the 

diagnosis and repair of modern computerized vehicles. If you have the expertise and equipment, 

you can work on your car at home, or you can take it to an independent mechanic. 

Even better, bona fide security research is now exempt from the DMCA’s “circumvention of 

access control” provisions. Medical devices and consumer products can now be inspected for 

functional or security flaws, even if doing so requires bypassing access protections that a 

manufacturer has embedded in the software.  

As mentioned above, the existing exemption that permitted jailbreaking of smartphones so they 

can run third-party apps or be connected to different carriers has been expanded to include all 

mobile devices such as tablets, smartwatches, health monitors, etc. 

Likewise, the existing exemption that permits non-commercial remixes of videos has been 

expanded to include ripping of DVDs, Blu-Ray discs, and downloaded videos. Of course, those 

must be for personal use, and not for sale. 

Games no longer supported by their publishers can now be modified so that they don’t have to 

check in with an authentication server (that no longer exists). This exemption allows gamers to 

keep playing orphaned games for which they paid. 

Overall, this triennial review of the DMCA has been a victory for consumers. Perhaps the next 

review will address the abuse of the law’s takedown and safe-harbor provisions. Presently, 

anyone can claim that anything violates his copyright, and most websites or hosting services will 

take down the challenged material to avoid liability for infringement. It really shouldn’t be a 

"guilty until proven innocent" model, or so difficult to appeal a takedown. 

Your thoughts on this topic are welcome. Post your comment or question to 

“Askbobrankin.com”... 

Get your USB devices out of low gear 

By Fred Langa 

USB 3.0 data transfers should be up to 10 times faster than USB 2.0 — and 2.0 
should be almost 10 times faster than USB 1.0. But many factors can cause your 
USB connections to limp along at a fraction of their expected speeds. 

Here's how to check your USB system's performance to verify that it's running at its full 
speed — and what to do if it's not. 

Subtle problems can slow USB by up to 90 percent 

When was the last time you checked your USB system's performance? Never? 

When Windows Secrets Reader W. Ross Stone measured his USB connections, he discovered that his 
3.0 devices were poking along at 2.0 speeds. 

Noticing that backups to an external drive took much longer than expected, he used laborious, manual 
throughput testing to prove that the USB connection was the bottleneck. 
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He asked whether there's an easier and faster way to tell whether a USB connection is operating at or 
close to its rated speeds. 

Indeed, there is. 

In fact, you can give your entire USB system a basic checkup in just a few minutes — and, in a few more 
minutes, you can learn everything there is to know about your USB system's performance. 

Here's how. 

How to find the weak link in a USB setup 

A USB connection is only as fast as its slowest link. 

USB is a complex system of controllers, software drivers, hubs, ports, cables, and external devices. For a 
USB 3.0 connection to achieve its full Super Speed throughput — up to 625 megabytes per second 
(MBps) — all those system components must be fully 3.0 compliant. 

If any component isn't 3.0 compatible, the USB setup will drop back to a slower speed: e.g., High Speed 
(up to 60MBps), Full Speed (1.5MBps), or even Low Speed (0.19MBps). 

Unfortunately, getting USB components to fully match can be the proverbial can o' worms. At last count, 
there are some 110 different variants in common use. (See the related Wikipedia page.) 

Checking your USB system starts with a simple visual inspection that should take only seconds. 

All USB hardware is supposed to have clear, external labeling that indicates whether it supports versions 
2.0 or 3.0. For example, fully compliant USB 3.0 devices, cables, and sockets (ports) should have the 
Super Speed logo — a USB trident prefixed by the letters SS (see Figure 1). And 3.0 ports typically have 
an easily seen blue interior. 

 
Figure 1. On the left, the simple trident logo of USB 2.0 devices, cables, plugs, and sockets; on the 
right, the dual-S Super Speed logo of fully USB 3.0-compliant hardware. 

The MSDN article, "How to determine whether a USB 3.0 device is operating at Super Speed," lists a 
number of additional, simple visual checks and then goes on to show you how to use some built-in 
Windows operating system functions to further determine how your PC's USB system is performing. 

You'll find more information along those lines in Microsoft's FAQ, "USB in Windows." Look specifically for 
the section titled "How do I determine whether my USB 3.0 device is operating as Super Speed?" 

When these simple methods work, they're great. But sometimes they're not enough — for example, not all 
hardware follows the recommended labeling conventions. Also, not all components are immediately 
visible — some are inside your PC. And, annoyingly, some of the most promising operating system tips in 
the preceding Microsoft articles don't seem to work at all for Win10. 

Microsoft's free USB-diagnostic tool 

The best and most reliable way I've found to fully explore USB setups — in all Windows versions — is to 
run Microsoft's free and easy to use USBView tool. It isn't part of Windows; it's a separate download. 

USBView isn't a standalone download; it's part of the Windows debugging (WinDbg) toolkits for Win10, 
Win8, and Win7. (Vista can use Win7's USBView.) The WinDbg toolkit, in turn, is included in the Windows 
Software Development Kit (SDK). There are separate SDKs for each Windows version, and all are free. 
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Fortunately, you don't have to install the full, huge SDK just to obtain USBView; you can selectively 
download just the WinDbg toolkit portion of the SDK. Here's how: 

Download the appropriate SDK using one of the links below. (Note: There are slightly different versions of 
the SDK from several different Microsoft download sites. I used the links listed below. If you have trouble 
installing a downloaded SDK, use the microsoft.com and msdn.microsoft.com site-search functions to find 
other versions.) 

When the installer process opens either the "Installation Options" or "Select the features you want to 
install" window, leave only the Debugging Tools for Windows option checked (uncheck all other offered 
components). Again, the Windows debugging toolkit will include USBView.exe. 

 Win10 SDK (site)  

 Win8.1 SDK (site)  

 Win7 SDK (site)  

 Vista: Use the Win7 SDK, above (a Win7 PC might be required for the initial download)  

When the install completes, navigate to USBView.exe — it's usually in one of the following locations. (If 
not, use Windows' local search function to find USBView.exe on your system.) 

 Win10 64-bit – C:\Program Files (x86)\Windows Kits\10\Debuggers\x64 
Win10 32-bit – C:\Program Files (x86)\Windows Kits\10\Debuggers\x86  

 Win8 64-bit – C:\Program Files (x86)\Windows Kits\8.1\Debuggers\x64 
Win8 32-bit – C:\Program Files (x86)\Windows Kits\8.1\Debuggers\x86  

 Win7 64-bit – C:\Program Files\Debugging Tools for Windows(x64) 
Win7 32-bit – C:\Program Files\Debugging Tools for Windows(x86) (see Figure 2)  

 
Figure 2. Look for USBView in either the Program Files or Program Files (x86) folder. 

Be sure to match the version of USBView with the bittedness of your system. 

(Vista users: Copy the appropriate USBview.exe file from a Win7 PC, and then paste it into any 
convenient location on your Vista PC.) 
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When USBView opens, you'll see two panes. The left pane displays a connection-oriented tree view. You 
can select any USB controller, hub, or device that you wish to learn more about. 

The right pane can provide a vast amount of information about the selected item, depending on the PC's 
setup and the selected device's capabilities. It can also show the component's current speed plus what 
other speeds it might be capable of. Figure 3 is an example: The selected device is operating at USB 
2.0's High Speed, but it's capable of operating at 3.0's Super Speed. 

 
Figure 3. USBView's information-rich display can reveal each major component's current and 
potential speeds. 

In fact, USBView provides so much information, it can be confusing. One way around that is to disconnect 
all USB peripherals, wait a moment for the system (and USBView) to reset (or click File/Refresh), and 
then reconnect your USB devices, one at a time. This will let you more easily connect a particular device 
with its somewhat more cryptic description in USBView. 

After running USBView, you'll know everything that Windows knows about your USB setup. 

Automated throughput verification and testing 

The proof, as they say, is in the pudding — or in the case of USB systems, in the actual, real-life, 
delivered throughput speeds. 

To verify that your device is operating as it should, test its throughput and then compare the actual USB 
speeds to the theoretical maximum speeds listed earlier. Although no real-life system will ever achieve its 
theoretical maximum speed, a properly functioning system will at least be in the ballpark. 

You can test speeds manually by hand-timing the transfer of large files, but that's laborious and prone to 
human error. Automated tools are better. 

One such tool is Nirsoft's free USBDeview (site), which has the built-in, automated "Speed Test." 

General drive-testing and benchmarking tools can work on any type hard drive — internal, SSD, flash, 
USB-connected conventional drives, and so forth. 

Some of the more well-regarded utilities include: 

 HD Tune (free/commercial; site)  

 ATTO Disk Benchmark (free, registration required; site)  

 CrystalDiskMark (free; site)  

How to correct USB-performance problems 
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If your USB setup seems stuck at speeds significantly lower than expected, here are three 
troubleshooting steps. 

Start by checking the obvious. Try plugging the device into different ports on your PC; some systems 
have a mix of 2.0 and 3.0 ports. And if you're trying for USB 3.0 speeds, make sure that all physical 
components are 3.0 rated. Look for the double-S trident logo and the blue color-coding in all ports and 
plugs. 

Important: Note that some USB hubs operate at the speed of the slowest attached device. In other 

words, a USB 3.0-rated hub might throttle down to 2.0 speeds if even one 2.0 device is attached to any of 
its ports. If you suspect this is the case, and you're using an external hub, disconnect the hub and plug 
each device directly into an appropriate port (USB 3.0 or 2.0) on the PC. Re-test the devices. That'll let 
you see what each device can do, without the hub's influences. 

If you detect trouble with no obvious cause, try uninstalling and then reinstalling your USB drivers. Use 
the latest available, USB 3.0-rated mainboard or chipset drivers from your system maker — and from your 
external USB device manufacturers. (For driver uninstall/reinstallation tips, see the July 23, 2009, 
LangaList Plus item, "Easy fix for your PC's recalcitrant hardware.") 

If the drivers and all the accessible hardware check out okay but the slow speeds persist, then the 
problem is likely to be internal — within the PC itself. In that case, contact the manufacturer for an 
explanation, upgrade, or repair. 

Another option: If your PC is has open and available expansion slots, you might consider adding a third-
party, plug-in USB 3.0 board; prices currently start at under U.S. $20. 

With luck, it'll never get that far. With a physical inspection, OS reporting, USBView data, and real-life 
throughput testing, you'll know everything there is to know about your USB system and devices — 
including any bottlenecks. 

Feedback welcome: Have a question or comment about this story? Post your thoughts, praise, or 

constructive criticisms in the WS Columns forum.  

 

Facebook to Warn of Government 
Attacks 

 
By John Lister on October, 20 2015 in “infopackets.com”. 
 
Facebook is to warn users when it believes a government is trying to hack their account. The company is 
giving few details about how it will detect such attempts, or which governments may be involved. 

The warnings will appear when Facebook has reason to believe an "account has been targeted or 
compromised by an attacker suspected of working on behalf of a nation-state." 

According to Facebook, the message is not meant as an indication that Facebook's own servers or 
systems have been compromised - whether by a government or anyone else. 
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Early Warning System 
Instead, Facebook will warn users that the breach is likely due to a computer or device associated with 
the account having been hit by malware. The theory is that if a nation state is sponsoring an attack 
(oftentimes through malware), preventing it may be almost impossible. Therefore, the next best thing is to 
make sure the victim is aware of the breach as soon as possible. (Source: gizmodo.com) 

As well as keeping the assessment system under wraps, Facebook isn't saying whether it is looking for 
attacks from specific governments or using more generic criteria. Initial feedback from users suggests 
there's some skepticism about whether this warning policy will apply to suspected breaches that could be 
tracked back to the US government. 

Facebook Won't Explain Reasons 
Facebook says that it won't usually be able to explain it believes a breach is because of a state-
sponsored attack, noting that to do so would compromise "the integrity of our methods and processes". 
However, it says it will only issue the warning "where the evidence strongly supports our conclusion." 
(Source: facebook.com) 

The theory behind the warnings certainly makes sense, and it does appear that Facebook wants to have 
a setup by which such warning should be so rare that if you get one, you really do want to take notice 
immediately. The problem is that it may be tough getting people to think of a social network as a source of 
reliable security warnings; plus, there is danger that this could simply create yet another variant of 
message to include in phishing attacks. 

What's Your Opinion? 
Is Facebook right to issue what it believes to be state-sponsored attack warnings? Do you believe it has 
the ability to really tell when a government is involved? If you hadn't read this article (or found out about 
the story elsewhere), would you have believed such a message was genuine if you ever saw it? 
 

 
 

All of us could take a lesson from the weather. It pays 

no attention to criticism! 
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