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Macro Malware Is Back 
By Vincent Weafer in “Darkreading.com”. 

 



Social engineering drives macro malware levels to six-year highs. 

 
“Warning: This document contains macros.” A familiar message from the 1990s is back, as 

attackers find new ways to get people to open documents containing macro malware. This 

updated threat is targeted at users in large organizations that frequently use macros. Carefully 

crafted and socially engineered emails entice users to open seemingly legitimate documents and 

then enable the macro. According to the latest McAfee Labs Threats Report, incidents of 

malicious macros have increased by a factor of four in the last year. 

The most popular macro malware targets are Microsoft Office documents, especially Word files. 

Word allows macros to run automatically, for example when a user opens a document, closes it, 

or creates a new one. These commands are commonly used by both legitimate and malicious 

macros. 

The path to a broad-based system infection through macro malware typically starts with an email 

attachment made to appear like something legitimate, often socially engineered to fit the targeted 

user. Common subject lines include phrases such as payment request, courier notification, 

resume, sales invoice, or donation confirmation. The text of the email matches the subject line 

with enough information to get the attachment opened, including official-looking signatures and 

logos  

Once opened, the security features in Microsoft Office will warn users that the file contains 

macros and ask if they want to enable them. Some of these files have large text proclaiming that 

they are protected and that macros must be enabled to view them. If the user clicks “Enable,” the 

malicious code executes, dropping a malware downloader onto the system that will bring in the 

real malware payload, and then often deleting itself afterward. The malicious code can also be 

embedded in the document as an Active Object, which also generates warnings when clicked, but 

many users may not be familiar with the threat potential of these files. 

One of the biggest changes to macro malware since the last big infestation is its current ability to 

hide, making it much more difficult to detect. Macro malware authors have adopted several 

techniques from other types of malware, including adding junk code and writing complex 

encrypted strings. Junk code is just that -- code that is never intended to execute but can be easily 

generated and frequently changed to defeat signature-detection algorithms and confuse threat 

researchers. More complicated is the use of multiple simple functions such as character 

conversion to hide the malicious URL from email gateways and malware keyword scanners. 

The simplicity and ease of coding macros makes them accessible to a wide range of criminals 

with minimal tech skills. As a result, the potential reach and effectiveness of macro malware 

means that businesses should re-educate users about this threat. Furthermore, the operating 

system and applications should be kept up to date, and macro security settings on all Microsoft 

Office products should be set to high. Email applications should not automatically open 

attachments. Email gateways and virus scanners should also be configured to scan for and filter 

email attachments containing macros. 

http://www.mcafee.com/us/resources/reports/rp-quarterly-threats-nov-2015.pdf


For more information on the recent outbreak of macro malware, please visit 

http://www.mcafee.com/November2015ThreatsReport. 
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Windows 10 Upgrade Now Works 
with Windows 7, 8 Keys 

 
By John Lister on November, 18 2015 in “Infopackets.com”. 
  
Microsoft has followed through on a promise to make Windows 10 upgrades easier. Users of Windows 7 
and 8.1 will no longer need to install the new system twice in order to perform a 'clean install'. 

The fact that Windows 7 and 8.1 users could upgrade to Windows 10 free of charge for the first year of 
the Windows 10's release was perhaps the most noteworthy part of the changes to come. It's also a clear 
sign that Microsoft believes that the nature of software buying will not be the same as it was once was. 

Activated Upgrade a Multi-Step Process 
The big problem was that Microsoft made the process of upgrading to Windows 10 overly complicated. 
Originally, Windows 7 and 8.1 users had to upgrade from within the desktop environment in order to 
qualify for the free upgrade. Anyone that attempted to clean install from the get-go would not be allowed 
to activate their free upgrade to Windows 10. 

But now, all that has changed. 

Windows 7, 8 Users can use Product Key to 
Upgrade 
The first major public update to Windows 10 (known as the Fall Update) has fixed that problem. Users 
upgrading to Windows 10 from now on will be able to simply provide the product key from Windows 7 or 
8.1 and go straight to installing an activated copy of Windows 10. That means it's possible to do a clean 
install of Windows 10 (which involves formatting the hard drive) from the get-go. (Source: ndtv.com) 

http://www.mcafee.com/November2015ThreatsReport
http://www.darkreading.com/author-bio.asp?author_id=2044
http://www.darkreading.com/author-bio.asp?author_id=2044
http://gadgets.ndtv.com/laptops/news/microsoft-makes-windows-10-activation-easier-with-latest-update-765656


If you've already upgraded to Windows 10 and it has not yet activated, that may also now be a lot simpler. 
Users can simply type in "Activation" from the Start menu, launch the Activation app, then enter in their 
Windows 7 or 8.1 product key for immediate activation - though it may not work for everyone. In that case 
you may need to call Microsoft and get a proper activation code. 

In either case, look out for the phrase "digital entitlement." This indicates that Microsoft has accepted your 
computer is a legitimate Windows machine and thus eligible for both upgrade and activation. (Source: 
theverge.com) 

 

 

First you have to be able to find it! 

How to Rescue a Wet Phone 
Category: Gadgets From “askbobrankin.com”. 

 

 

For a variety of reasons – most of them hilarious to onlookers – some 22 million phones are 

drowned each year. When your phone (or any electronic device) stops working after falling into 

the sink, toilet, bathtub, swimming pool, or the ocean, can it be saved? In many cases the answer 

is “yes,” if you do the right things and don’t do the wrong things. Here's what you need to know 

if your device is dunked... 

 

HELP! I Dropped My Phone in The... 

A while ago, I dropped my brand-new Samsung Galaxy phone in a puddle of dirty slush, just 

outside a Chinese restaurant in Brooklyn, NY. While sipping my wonton soup, I tried to figure 

out how to get home without my non-functioning phone's GPS assistance.  

I thought about asking for a takeout container filled with uncooked rice, but my fortune cookie 

told me "You will soon witness a miracle." So I decided against the rice, and that turned out to 

be a good thing. 

Fortunately, I already knew that the worst thing you can do is the first thing most people want to 

do: press the power button to see if the device will still work. That is a good way to create a short 

circuit that will fry the electronics and ensure the device never works again. So resist the urge to 

power-up a dripping wet phone. (Hey, that would make an excellent fortune cookie saying!) 

http://www.theverge.com/2015/11/15/9738544/windows-10-activation-now-easier
http://askbobrankin.com/gadgets/


 

Of course, if a device won’t power up then the obvious next step is to plug it into a battery 

charger, right? No; that’s like tossing a hair dryer into a bathtub. You may fry the charger as well 

as the device. 

Speaking of hair dryers, they are often used to dry out a wet phone, laptop, tablet, or other 

device. This technique is based on the right idea: get rid of all moisture before attempting to 

power up the device. But it’s a long, tedious process if done correctly.  

It is useless to dry only the outside of the device; it’s the moisture deep in the circuitry that 

causes electrical shorts. So to blow-dry a device effectively you will have to open its case, 

voiding the device’s warranty in many cases. Even then, you won’t be able to blow warm air 

directly on all wet components unless you completely disassemble the device. There are plenty 

of Youtube videos that show how to take apart various gadgets, but it's really something that’s 

best left to trained professionals. It is a good idea to open the device if it has a removable back 

panel, remove the battery, SIM card and memory cards, and set them aside. 

Hair dryer heat can damage circuitry as easily as electricity can. Never leave a hair dryer 

blowing on a wet device even on its lowest heat setting. The “no heat, air only” setting will still 

generate hot air from the dryer’s motor if the dryer runs a long time. 

If you dropped your phone in salty or dirty water, I recommend gently rinsing it in distilled water 

or isopropyl alcohol BEFORE attempting to dry it out. Distilled water does not conduct 

electricity and can safely be used for this purpose. Alcohol binds with water is very good at 

pulling moisture out of small spaces. 

What About the Rice Method? 

You've probably heard that the best thing to do with a phone after it's been dunked is to put it in a 

sealed container with uncooked rice. Gazelle, a company that buys and resells used electronics, 

tested various drying agents on phones that had been submerged in water. What they found was 

that "Dry, uncooked conventional rice was the worst of the seven options tested. It absorbed the 

https://www.gazelle.com/thehorn/2014/05/06/gazelles-guide-water-damage-truth-rice-galaxy-everything


least water in 24 hours, losing out to silica gel, cat litter, couscous, instant oatmeal, classic 

oatmeal and instant rice."  

What Gazelle and other researchers have found is that natural evaporation is the safest 

way to dry out a wet device. Just let the device sit in low humidity for at least three days. A 

fan gently blowing across the device will help by removing humid air that arises from the 

drying device. Do not leave the device where it will be exposed to direct sunlight, which 

may overheat it. 

Desiccants such as rice and silica gel are able to absorb only tiny amounts of humidity from 

ambient air; they are not sponges for soaking up spoonfuls of water that may be inside of a 

drowned phone, tablet or laptop. Burying your device in a bucket of rice or silica gel granules 

will slow drying considerably, giving the wet components more time to rust, and dust from the 

desiccant may cause more problems. Use it only as a last resort, after giving the air-dry method a 

try. 

Put It In the Dryer? 

Of course, putting your wet phone in a clothes dryer, oven, or microwave is a bad idea. But if 

you’re really in a hurry and are fortunate enough to live near a TekDry service center, you can 

get your device professionally dried in as little as 20 minutes. There is no charge if your device 

fails to respond to the TekDry treatment, but if it works be prepared to spend up to $70 for 

rescuing a phone; more for a tablet or laptop. TekDry also offers a mail-in service. They will 

attempt to fix your phone and send it back to you. You only pay when it works. 

The videos on the TekDry site show an impressive contraption, and give me a pretty good idea of 

how the patented system works. You device is hermetically sealed inside of a pressure vessel. 

Air is evacuated, creating a vacuum that pulls water out of the device. (One of the videos 

actually shows water bubbling out of a phone’s ports as air is exhausted.) To speed evaporation 

safely, the chamber is heated precisely and gently to a temperature lower than the maximum 

operating temperature specified by the device’s manufacturer. 

Keep in mind that you might successfully dry out your device, but it may fail to power on due to 

a battery that was fried by the submersion. Before giving up, try a new battery (or borrow a 

friend's battery) and see if that does the trick. 

Here is a late Christmas present! 

 

http://tekdry.com/
http://www.tekdry.com/wet-phone-repair/mail/


Download Classic Solitaire, Hearts 
and Mine Sweeper for Windows 10 
- Free 

 
By Dennis Faas in “Infopackets.com>”. 
 
Infopackets Reader Steve C. writes: 

" Dear Dennis, 

Thanks again for your wonderful website and for the ongoing coverage on Windows 10. I was wondering 
if you could tell me where is the Solitaire and other games for Windows 10? I use to play Solitaire for 
Windows 7, including Hearts, Spider Solitaire, and Minesweeper but I cannot find them in Windows 10. 
The only alternative I've seen is to pay for them. Why would Microsoft get rid of Solitaire and these other 
great games after including them for so long? I hope you can help! " 

My response: 

In Windows 10 if you want to access the Solitaire, you can click Start and type in "solitaire" and it should 
come up with the "Microsoft solitaire collection", which is attached to the Windows Store and Xbox Live, 
and will ask you to sign in with your Microsoft account. 

As for the other games, including: Chess Titans, FreeCell, Hearts, Mahjong Titans, Minesweeper, Purble 
Place, Spider Solitaire, Internet Backgammon, Internet Checkers, and Internet Spades, those are no 
longer part of Windows 8 and 10. 

Download Solitaire for Windows 10 (and more) 
With that said, I did manage to find a link to download all the above classic games (including Solitaire) in 
a single package. I should mention that I believe these games are copyrighted by Microsoft and that 
they've been modified to work with Windows 8 and 10. I did download the file and tried them on my 
Windows 10 Pro system and it worked flawlessly. In fact, they look and act just like the ones that came 
with Windows 7. 

Here's the link :http://winaero.com/download.php?view.1836 

The link to download is just above the 'donate' button on the page. 

http://winaero.com/download.php?view.1836


 

 
 

From "askbobrankin.com". 

 

AT&T's GigaPower service delivers ultra-fast Internet, but monitors everything you do online. 

The good news, for an extra $29/month, you can have your privacy back.  

 

 

Does she work for the CIA? 

“Hello Barbie,” the Internet-connected Mattel doll, is raising concerns among privacy and child 

advocates. “When Barbie’s belt buckle is held down, everything your child says is transmitted to 

cloud servers, where it will be stored and analyzed by ToyTalk, Mattel’s technology partner. 

Employees of ToyTalk and their partner corporations listen to recordings of children’s 

conversations — and ToyTalk won’t even say who their partners are.” 

 

 

QUOTE of the month. 

Hollywood must be the only place on earth where 

you can be fired by a man wearing a Hawaiian shirt 

and a baseball cap. 

~ Steve Martin 


