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I have to apologize, I have been busy with a photo project and let the 

May issue slip past. 

Bob 

 

There has been a lot of talk about Adobe flash’ should you or shouldn’t 

you? 

Adobe Flash - The Last Straw? 

Category: Security From “askbobrankin.com”. 

 

 

Adobe Flash is a favorite target of hackers and malware writers because it's old (dating back to 

the mid-1990s), complex, and riddled with hidden bugs. Last week, Adobe issued a security 

update that fixed twenty-seven vulnerabilities, including one that could be exploited to deliver 

ransomware infections. Is it time to stick a fork in it? 

 

http://askbobrankin.com/security/


Should You Trash Adobe Flash? 

In July, 2015, I wondered if it was time to Dump Adobe Flash? Back then, I concluded, "So if 

your version is up to date, you can continue to use Flash safely." But now I've changed my mind. 

I don't think you CAN keep Flash up to date, so it's definitely time to get rid of Flash if you 

possibly can. 

On April 12, 2016, Adobe released patches for over two dozen Flash bugs. TrendMicro Labs 

reported that one of those flaws was already being exploited to deliver ransomware. That was the 

tipping point for me. 

Yes, the major browsers update Flash automatically for you; if they didn't, keeping up to date 

would be an overwhelming task for millions of users. But a vulnerability exists long before it is 

discovered by security researchers, and Adobe often drags its feet for weeks or months before 

issuing a patch. Therefore, I conclude that it is impossible to keep Flash up to date the majority of 

the time.  

 

At any given moment, Flash has more “hole” than solid code, and that is simply intolerable! It's 

time to banish Flash completely from your system. But can you do that without “breaking the 

Internet?” 

Respected security researcher Brian Krebs tried doing without Flash for a month, and was quite 

successful. You can read his blog post about the experiment here. http://goo.gl/q6H0Sk Bottom 

line: in 30 days, he only twice encountered a situation where he absolutely had to use Flash to 

view an essential animation. To do so, he used VirtualBox to run Linux browser with Flash 

enabled in a “virtual machine” isolated from his real system. He says it would have been easier 

to just enable Flash when he had to, and then disable it as soon as the need was gone. 

Smellevision Replaces Television! 

In one of my favorite Bugs Bunny cartoon clips, Elmer Fudd is transported "far into the future," 

to the year 2000, and he learns from a newspaper headline that smellevision has replaced 

television. I'd like to see similar headlines for the demise of Adobe Flash, and it's replacement. 
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HTML5 is the next generation of the HyperText Markup Language that underpins Web pages. 

Support for animations is built into HTML5, along with modern security features. Major video 

sites, including YouTube, are already making HTML5 their default method of playing videos. It 

won't be long until nobody who matters is still using Flash. 

Unless you are unfortunate enough to work for a company whose entire IT infrastructure relies 

upon Flash, you can and should do without it. Any inconveniences will be rare for consumers, 

and they will vanish as the entire Internet completes its move to HTML5. 

Even Adobe recognizes that Flash's days are numbered. In February, 2016, Adobe dumped its 

Flash Professional developer tools in favor of a new suite based upon HTML5, called Adobe 

Animate CC.  

What You Should Do Now 

So my advice is to uninstall Adobe Flash Player from Windows. Use the Control Panel and then 

Programs and Features to find it. If you see it there, right-click and select Uninstall. If not found, 

it's already been removed. Now move on to the next step: disable Flash in your web browser.  

In the Chrome browser, go to Settings. Click "Show advanced settings" at the bottom of the page, 

then click the "Content settings" button under Privacy. Scroll down to Plugins section, and select 

"Let me choose when to run plugin content". This will prompt you each time Flash is needed on a 

page, and you can decide if you want to proceed. To disable Flash completely (which is what I 

recommend) click the "Manage individual plugins" link and then click the Disable link under 

Adobe Flash Player.  

In Firefox, click Settings, then Addons, then Plugins. Look for any Adobe Shockwave or 

Flash-related items, you'll see a drop-down menu. Click on it, and select either "Ask to Activate" 

or "Never Activate." If you don't see any Adobe items listed there, Flash has already been 

removed. 

In Internet Explorer, go to Settings, then select "Manage add-ons". Under the "Show:" label, 

select "All add-ons." RIght-click any Flash-related entries, and select Disable. IE does not offer 

the option to selectively enable the Flash plugin. 

If you set the browser plug-in to play Flash content only when you right-click on that grey box 

with the jigsaw puzzle piece, you're still taking a risk. There's no guarantee that Flash content 

will run safely, even on a trusted website. Let me know how life without Flash goes for you. 

Your thoughts on this topic are welcome. Post your comment or question to 

“askbobrankin.com”. 

 

Do you use Malwarebytes? If not here is why you should! 
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 Trojan Keeps Coming Back, Won't 
Remove 

 
By Dennis Faas on April, 8 2016 in “infopackets.com”... 
 

Infopackets Reader Jason B. writes: 

" Dear Dennis, 

Thanks for all your excellent articles! Somehow my PC got infected with the Trojan: Trojan.Agent.Gen - it 
was detected by Malwarebytes Antimalware after I ran a scan. Malwarebytes said it needed to reboot to 
clean the infection; I did that, but after another scan, the Trojan is still on my system - I can't remove it! 
The filename and path of the Trojan is located at %userprofile%\AppData\Roaming\windows.vbs. I have 
also tried removing Trojan.Agent.Gen using Microsoft Security Essentials and ADWCleaner, but neither 
program will remove it and it just keeps coming back. I've communicated with Malwarebytes, but they tell 
me they can't help. I was also advised by Malwarebytes that upgrading from Windows 7 to Windows 10 
will not rid me of the infection. I do not want to reformat my main drive. Do you have a solution? " 

My response: 

I was not familiar with how Trojan.Agent.Gen works - in fact, based on my research Trojan.Agent.Gen 
stands for "Trojan Agent Generic", which is (as you may have guessed!) a generic name for a Trojan 
infection. In other words, this particular Trojan could be capable of just about anything nasty. 

As such, I emailed Jason and asked if he'd like me to connect to his machine using my remote desktop 

support service to have a better look. He agreed; once connected, Jason told me he was worried that 
Trojan.Agent.Gen was capturing his keystrokes, which prevented him from doing any online banking. 
After analyzing the situation a bit more, Jason agreed to hire me to try and remove the threat. 

Troubleshooting a Trojan That Won't Remove 
First, I reviewed the Malwarebytes log files and found where the Trojan file was located on Jason's 
machine. I then tried to delete the file through an administrative command prompt, but Windows reported 
that "the file was currently in use by another process." Since the file was in use, it could not be deleted. 
This is a 'catch-22' when it comes to killing off viruses and Trojans and is often the reason why a Trojan 
"keeps coming back". 

As such, the next thing to do is to figure out which process is using the file, so I can kill the process and 
then delete the file. The best job for this is Process Explorer, and so I downloaded it onto Jason's 

https://www.infopackets.com/news/9378/how-can-you-fix-my-computer-over-internet
https://www.infopackets.com/news/9378/how-can-you-fix-my-computer-over-internet


computer. Once it was installed, I did a search for 'windows.vbs' (which was the name of the Trojan), and 
found that the process "wscript.exe" was the task responsible for locking the file. 

I killed the process tree for 'wscript.exe', went back to the administrative command prompt, and then 
deleted the file. I then launched msconfig.exe and looked at Jason's startup, and found that there was an 
entry called 'windows', which then pointed to the windows.vbs file. I disabled the entry and rebooted his 
computer. I then verified that %userprofile%\AppData\Roaming\windows.vbs was in fact deleted. Problem 
solved! Jason ran another scan it this time he was infection-free. 

How to Fix: Trojan Keeps Coming Back, Won't 
Remove 
In detail, here is how I removed Trojan.Agent.Gen - though, you could apply this technique to most Trojan 
infections that aren't easily removed and keep coming back: 
 

1 Download and install Malwarebytes Antimalware Free. When you run it, do not opt 

to use the 'Trial' version for the Premium Edition. It is not necessary and will 

automatically stop working after 30 days if you opt into the trial. The free version 

runs just fine. 

 

2 . Run a scan, and then review the log files associated with Malwarebytes Antimalware. 

Jason had his logs conveniently placed on his desktop; you can learn how to read 

Malwarebytes Antimalware logs at any point during or after a scan. 

 

  3. Note the location of the Trojan file according to the log, then download Process 

Explorer. Once it's downloaded, extract Process Explorer (it is a .ZIP file), then launch the 

process explorer program so it installs on the system. 

 

. 

  5. Next, left click to select any searches related to the "Process" type. Note that the Process 

Explorer main window is split into two; in the top part of the window, it will also highlight the 

Process type you just left clicked (selected) in the search. Go to the top portion of the window, 

then left click the line that is already highlighted (in grey), then right click the line and select 

"Kill process tree" if it is available, otherwise use "Kill process". 

 

  6. The Trojan process should now be neutralized, which means you can now safely delete the 

Trojan file on the hard drive. To do so: refer again to the Malwarebytes log so you can note and 

copy location (path) of the Trojan file. In Jason's case, the location was in 

%userprofile%\AppData\Roaming and the file name was windows.vbs. To go there, simply open 

My Computer or This PC, then paste the only path (do not include the file portion) into Windows 

Explorer. Once you're there, locate the file and delete it. You should not have any errors stating 

that the file is in use; if so, you may have a particularly difficult Trojan to remove. If that is the 

case, you can contact me for further assistance. 

 

 

7. Assuming the file is deleted - it's now time to launch msconfig and review your Services and 

Startup items. To do so: Click Start, then type in "msconfig" (no quotes). Go to the Services tab, 



then click the option that says "Hide all Microsoft Services", then go through the list of services. 

If you don't recognize the service, Google the name of the service and hopefully you can come 

across a page that will tell you if it is a legitimate service - be careful though, because many 

"information" pages will try to scam you by stating the process is in fact harmful and you need to 

download such and such program to remove the threat. These are bogus pages - so please 

research carefully. 

 

  8. Assuming you've researched all your Services and disabled any that look suspicious, it's time 

to move onto the Startup tab and repeat the process. If you don't know what you're doing at this 

point, you can contact me for further assistance. 

 

  9. Reboot the computer and refer to the Malwarebytes log again; note the location where the 

infected file was previously, and make sure it's not there anymore. You can also do another scan 

of Malwarebytes Antimalware to ensure that you are infection-free. 

 

 

 

[SOLVED] Windows 10 Bugs and Fixes 

Category: Windows-10 from “askbobrankin.com” 

 

 

Windows 10 was released to the public on July 29, 2015. It’s seen one major update and dozens 

of minor bug patches as of November. It still isn’t 100% bug free - just like any other major 

piece of software with millions of lines of code. Here are some of the most common problems 

people are encountering with Win 10, and some suggestions for fixing them... 

 

Fixing Windows 10 Flaws 

Can’t upgrade from Windows 7 or 8.1? Sometimes the infamous "Get Windows 10" (also known as 

GWX) app won’t allow a Windows 10 installation even when a PC meets all the upgrade specs; 

or the GWX app never appeared in your system tray; or the GWX installation routine stalls 

repeatedly. 

Here's the solution: Don’t use GWX. Instead, download Microsoft’s Media Creation Tool, burn the 

Windows 10 installation files to a USB stick or DVD, and run the Setup.exe program locally. 

If you still have trouble, make sure that any hardware-based “Disable Execution Prevention 

(DEP)” is switched on in the BIOS; refer to your system’s manual for instructions. Yes, I said 

“ON” because that disables prevention of execution of unknown programs like Win 10 

installation files. You don’t want “disable” turned “off.” 

http://askbobrankin.com/windows10/
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Some users never got that November major update, which fixes lots of problems in Windows 10. 

To see if you got it, type “winver” in the Search box on the Start menu and run it. The latest 

version is 10586.XX; if you have version 10240 you did not get the November update. The 

solution is the Media Creation Tool, again. Download it now, even if you downloaded it when you 

first installed Win 10. The latest version will install the latest, fully updated version of Windows. 

Just make sure you set it to keep personal files and apps. 

 

Windows Update isn’t working? First, make sure you have the latest version of Win 10 installed, 

the update issued in November. If that doesn’t do the trick, download and run Microsoft’s 

Windows Update Troubleshooter. 

Bring Back the Start Button! 

In my Windows ebook survey, quite a few people complained that after upgrading to Windows 

10, their Start Button sometimes went missing. Ironically, the removal of the Start button in the 

initial release of Windows 8 was the number one complaint. But that's not supposed to happen in 

Windows 10. If your Start button is doing a disappearing act, that could be another sign that you 

missed the November update. See the instructions above to fix that. 

 

Can't find Safe Mode? Rebooting Windows into Safe mode has salvaged many a trashed 

computer. But you can no longer get into Safe Mode by pressing F8 while your system reboots. 

Instead, you are supposed to boot Windows 10, then either a) restart while holding the left Shift 

key or b) select the Safe Mode option within Update & Security in the Settings app. Neither 

method helps when you cannot boot Windows 10 in the first place! 

Before you ever need Safe Mode, you should create a boot time Safe Mode option. The 

procedure is disturbingly complicated, but you only have to do it once. IntoWindows.com has a 

well-illustrated and clearly written tutorial. Once the Safe Mode option is created, your system 

reboot will pause during boot-up for a user-specified number of seconds, and you can choose to 

continue booting Windows 10 in normal or Safe mode. 
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Slow boot times are experienced by some Win 10 users. Like Win 8.1, Win 10 uses a hybrid 

shutdown process. When you shut down the system, apps and app processes are terminated, but 

the Windows kernel is hibernated; that should result in faster boot times, but on some systems it 

has the opposite effect. 

To stop hibernation of the kernel, open the Power Options app and click “Choose what the power 

buttons do.” Then click “Change settings that are currently unavailable.” Scroll down and un-

check “Turn on fast start-up,” then click “Save changes.” Windows 10 should boot faster now; in 

fact, users report that after re-enabling “fast start-up,” this fix still works. 

Just Another Pretty Face? 

The Lock Screen is pretty, but it’s an annoyance that you must click past in order to get to the 

login box. You can get rid of the Lock Screen by editing your registry. Type “regedit” in the 

Start menu search box and hit enter to open the Registry Editor. Navigate to this key:  

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows 

If you don’t see a “Personalization” key in the right-hand window pane on that tree level, you’ll 

have to create one. Highlight the “Windows” key, right-click on it, and select New>Key from the 

dropdown menu. Rename the new key “Personalization.” You should now be at:  

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Personalization 

Right-click on the “Personalization” key and select “DWORD (32-bit) Value.” Select “New 

Value #1” in the right-hand pane and use F2 to rename it “NoLockScreen.” Then double-click 

“NoLockScreen”, change the value data to 1 and click OK. After a reboot, the lock screen will be 

gone. 

Have you experienced other Windows 10 glitches? Post your comment to askbobrankin.com, and 

include the fix if you've found one. 

 

THOUGH FOR THE MONTH 

 

Kill one man and you're a murderer, kill a million and you're a 

conqueror. 

~ Jean Rostand. 
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