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Windows 10 Makes Privacy Concessions 

Category: Windows-10 from “askbobrankin.com”. 

 

 

Windows 10 has been embroiled in controversy with privacy advocates since the moment it was 

released in August, 2015. Now, Microsoft is making changes to Win 10 that please privacy 

advocates overall. But will the changes increase your privacy or make Win 10 even more 

complicated? Read on… 

 

Improved Privacy in Windows 10? 

Terry Mason, who runs Microsoft’s Windows and Devices group, says in a blog post announcing 

the changes, “Many of you have asked for more control over your data, a greater understanding 

of how data is collected, and the benefits this brings for a more personalized experience.”  

http://askbobrankin.com/windows10/
https://blogs.windows.com/windowsexperience/2017/01/10/continuing-commitment-privacy-windows-10/


Ummm, I don’t believe even one Windows 10 user asked for all of that. I certainly don’t need 

the work of controlling and understanding how my data is collected; I just want the collection 

stopped.  

As for “personalized experience,” every example that I’ve seen has been either creepy or 

irritating, like those ads that follow you around the Web long after you’ve lost interest in 

whatever the advertiser thinks you’re interested in. I want to customize Windows to my liking; I 

do not want Windows trying - and failing, usually - to adapt to me. That’s creepy AND irritating. 

 

Mason goes on to claim that the changes are being made “based upon your feedback.” But if that 

was the case, Windows 10 would not send ANY data from my PC to Microsoft without asking 

my permission, every time. I would also have the option to tell Win 10, “Stop asking; just don’t 

send anything.” That would be simple; but Microsoft doesn’t want it simple. Instead, we’re 

getting two new complexities. 

The first is a Microsoft privacy settings dashboard, a Web-based tool reminiscent of Google’s 

privacy and personal info Dashboard. The first thing to note is that you must have a Microsoft 

account to use this tool. “Don’t have a Microsoft account? Create one!” What if I don’t want a 

Microsoft account?  

New Windows 10 Privacy Settings 

Yes, Google works exactly the same way. You need a Google account to use its Dashboard. But 

Google, over the years, has made it very worthwhile to have a Google account. Microsoft just 

keeps demanding that I get a Microsoft account, and even tries to trick me into creating one 

during Win 10’s installation by hiding the option to “skip this step” of creating a Microsoft 

account. To be clear, you don’t need a Microsoft account to use Windows 10. 

The second big change that Mason, et. al., are touting is “a new privacy set up experience (in 

Windows 10), simplifying Diagnostic data levels and further reducing the data collected at the 



Basic level.” That new experience will arrive sometime this Spring, and it will look a lot like 

this: 

 

This screen will accompany the Windows 10 Creators Update, a 4 GB package that will 

introduce many new features. It’s so huge that Microsoft will let users schedule its installation, 

rather than pushing it silently onto everyone’s device. Four gigs could put a lot of mobile users 

into the pay-per-megabyte part of their mobile data plans.  

The privacy settings screen shown above will replace the “Express Settings” option in current 

Windows 10 installation routines. That tempting one-click option set all of these privacy and 

data collection settings to the most liberal (least private) modes available, and made it difficult to 

change them. Now all of these settings, and more, will be available in Win 10’s Privacy settings 

section.  

Slide them all to the left to turn off as much data collection as possible. 

“Telemetry” was a sinister bogey-man to many users. It’s now called Diagnostics, and when set 

at the Basic level it collects much less data than it did before the Creators Update. For example, 

Diagnostics no longer includes data on what apps you install and how you use them. 

Overall, these privacy gains are welcome. But don’t believe that Microsoft is providing them 

because you, the consumer, asked for them. The company was facing legal action from the 

ACLU, the Electronic Frontier Foundation, the governments of France and Switzerland, and 

other governmental and non-governmental entities.  

https://www.microsoft.com/en-us/windows/upcoming-features


Your thoughts on this topic are welcome. Post your comment or question to 

“askbobrankin.com”... 

 

 

Don’t Fall for This New Gmail Phishing Scam 

From https://www.vipreantivirus.com/ 

 

A new Gmail phishing scam is tricking even tech-savvy 

experts. Here’s what you need to know and how to avoid it. 

Gmail users are being targeted by a sophisticated phishing scam that is even fooling 

experienced technical users. The scam, based on a fake email and rogue 

attachment, dupes users into giving their Google login details, allowing an attacker 

to compromise their Gmail accounts, sift through their folders, and pass the email 

onto people they know. 

The email containing the rogue attachment typically comes from people in the 

recipient’s own address book. The attackers copy their style of writing, passing the 

fake email onto the victim’s contacts. 

The fake email uses an image attachment that looks like a PDF file. When you click 

on the attachment, you are directed to a phishing page disguised as the Google 

sign-in page. Once you enter your details, your Gmail account becomes 

compromised. 

Even more disturbing, the phishing page does not trigger Google’s HTTPS security 

warnings, which normally warn users if they land on an unsafe page. 

https://www.vipreantivirus.com/
http://gmail.com/


The scam was discovered by Mark Maunder, CEO of Wordfence, the security 

service for WordPress. Maunder said that the scam was so convincing that it even 

fooled ‘experienced technical users.’ 

On his company’s blog, Maunder wrote that once attackers enter your account, they 

gain access to all your emails, and may download the whole lot. 

The fun doesn’t stop there. By exploiting Gmail’s password reset mechanism, the 

attackers can then compromise a variety of other services you use, including 

different email accounts, SaaS services, and much more. 

How to Protect Yourself Against the Scam  

Maunder offers the following advice: 

You have always been told: “Check the location bar in your browser to make sure 

you are on the correct website before signing in. That will avoid phishing attacks 

that steal your username and password.”  

To protect yourself against this (attack), you need to change what you are checking 

in the location bar. 

This phishing technique uses something called a ‘data URI’ to include a complete 

file in the browser location bar. When you glance up at the browser location bar 

and see ‘data:text/html…..’ that is actually a very long string of text. If you widen 

out the location bar it looks like this: 

 

There is a lot of whitespace which I have removed. But on the far right you can see 

the beginning of what is a very large chunk of text. This is actually a file that opens 

https://www.wordfence.com/blog/2017/01/gmail-phishing-data-uri/


in a new tab and creates a completely functional fake Gmail login page which 

sends your credentials to the attacker. 

As you can see on the far left of the browser location bar, instead of ‘https’ you have 

‘data:text/html,’ followed by the usual ‘https://accounts.google.com….’. If you 

aren’t paying close attention you will ignore the ‘data:text/html’ preamble and 

assume the URL is safe. 

You are probably thinking you’re too smart to fall for this. It turns out that this 

attack has caught, or almost caught several technical users who have 

either tweeted, blogged or commented about it.   

 

Quote of the month: 

”There is nothing so bad that politics cannot make it worse.”  

Thomas Sowell, posted 11/18/11 

 

 

 

https://twitter.com/tomscott/status/812265182646927361
http://blog.greggman.com/blog/getting-phished/
https://news.ycombinator.com/item?id=13373327

