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Remember the TV show “This is your Life!” 

Well the hackers may have made you an internet star. 

Have You Been Pwned?  

Category: Security From “askbobrankin.com”. 

 

 

Yahoo made headlines recently by admitting that it suffered a data breach that may have 

compromised more than 500 MILLION Yahoo accounts. Here's how to find out if you may 

have been affected by this (or one of many other) massive data breaches... 
 

Is Your Personal Data Exposed?   

http://askbobrankin.com/security/


The Yahoo breach, which exposed names, email addresses, telephone numbers, dates of birth, 

and weakly-encoded passwords, happened in late 2014. Incredibly, Yahoo says it didn’t even 

suspect the breach until the summer of 2016, and it didn’t advise users to change their passwords 

until September 22. 

While Yahoo may have been “grossly negligent” in its security practices, as two class-action 

lawsuits already allege, it’s worth noting that data breaches go undetected for 201 days, on 

average. During that time, a lot of damage can be done to users’ finances, credit, privacy, and 

more. That’s why it behooves each of us to be constantly vigilant about our own security. 

A savvy reader suggested to me, “You might want to remind your readers to occasionally go to 

the site Have I Been Pwned and check if they have been “pwned” * at one of the compromised 

websites. If they had an account (on) those sites, it doesn’t necessarily mean that their password 

has been compromised but it may have been. So it is good idea to change your password at those 

sites and also at any other sites where you may have used the same password.” 

 

(* “Pwned” is gamer slang for “perfectly owned,” captured, conquered. In this context, it means 

a hacker now owns your login credentials, and maybe much more sensitive data.) 

Have I Been Pwned (HIBP) collects and analyzes stolen data that it finds online. It then allows 

users to check their “email address or username” to see if it’s on HIBP’s “pwned” list. If it is, 

HIBP displays the information about the source of the data breach, when it occurred, how many 

accounts were compromised, and if your credentials are known to have been posted on a publicly 

searchable repository of "pwned" addresses. 

I've mentioned HIBP before, but it's worth revisiting, in light of the ever-growing list of websites 

and institutions that have suffered data breaches. HIBP is the creation of a well-respected 

security expert, Troy Hunt. According to itself, HIBP was launched in December, 2013, and as 

of September, 2016, it receives about 10,000 visitors a day. About 350,000 people have 

subscribed to be notified if their email addresses turn up on future additions of pwned accounts.  

Is It Safe and Effective? 

http://askbobrankin.com/have_you_been_pwned.html?awt_l=CBDQN&awt_m=ImApEDI8yeP6SL
http://askbobrankin.com/have_you_been_pwned.html?awt_l=CBDQN&awt_m=ImApEDI8yeP6SL
https://haveibeenpwned.com/
http://askbobrankin.com/have_you_been_pwned.html?awt_l=CBDQN&awt_m=ImApEDI8yeP6SL


Need some tips on how to create a strong, secure password? My article Crafting The Perfect 

Password will show you how, and also has tips on how to manage your passwords. Follow my 

advice, and you can easily have different passwords for each website, and you won't have to 

remember passwords (or write them on scraps of paper).  

 

And just for fun, see Hey, Is This Your Password? To find out if any of the keys to your 

kingdom are on the list of the 25 Worst Passwords. 

HIBP seems safe and legit. If you learn there that one of your email addresses may have been 

compromised, by all means change the password for that account and for any other account 

where the same password was used. You can also sign up to be notified by email if any of your 

account information is found in future breaches. 

In most cases, when a site breached, the hackers get your email address, and a hashed or 

encrypted copy of your password. This is why trivial passwords are such a big problem. The 

weaker your password is, the more likely that the data thieves will be able to decode it. 

One reservation I have about HIBP is the timeliness of its data. HIBP harvests published files of 

compromised accounts. Typically, such files are not published until the accounts in them have 

been thoroughly exploited, sold, and re-sold multiple times. HIBP told me that a MySpace 

account belonging to me was breached in 2008 but the data wasn’t published until 2016. I can't 

blame HIBP for not knowing about this earlier, but it's little comfort to find out today that my 

account was pwned eight years ago.  

There are cases in which “fresh” data is published. The hackers who breached the Ashley 

Madison “have an affair” site wasted no time in publishing all the embarrassing data they got on 

more than 30 million alleged adulterers. (I say “alleged” because most of the accounts turned out 

to be fakes.) But the overwhelming majority of stolen data will not find its way into HIBP until 

long after the horse is out of the barn. 

"Let's Assume…" 

HIBP is a free service, and at the very least provides a wakeup call for password vigilance. 

There's an old saying that to ASSUME "makes an ASS of U and ME." But when it comes to 

your online accounts, the opposite is true. Given the fact that many popular websites, online 

stores, health insurance companies and even banks have suffered embarrassing data breaches, 

it makes sense to assume that you HAVE been affected.  

See my advice in the sidebar above regarding how to have strong, unique passwords for every 

website you use, and make it happen today. Your thoughts on this topic are welcome. Post your 

comment or question to “askbobrankin.com/.” 
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'No Negative Reviews' Clauses 
Could be Banned 

 
By John Lister on September, 15 2016 in “infopackets.com”. 
  
The House of Representatives has passed a bill banning companies from gagging clauses that stop 
customers leaving online reviews. But the law doesn't mean customers are exempt from libel and related 
laws. 

The Consumer Review Fairness Act doesn't affect the legality of writing reviews itself. Neither is it 
anything to do with criminal law. 

Instead it's all about the terms and conditions that companies insist customers agree to before placing an 
order. These documents sometimes include a non-disparagement clause that says customers won't 
publish negative reviews of the companies and agree to pay a financial penalty as compensation if they 
do. 

The issue came to light with an attempt in 2012 for online company KlearGear to collect a $3,500 "fine" 
from a customer for such a review. That wound up with KlearGear itself being ordered to pay the 
customer $306,750 in compensation for damaging her credit record after it attempted to collect the fine as 
an outstanding debt. 

First Amendment In Question 
The problem for consumers was that this case had specific circumstances, including the company 
breaching the contract itself, that meant it didn't set a precedent for whether such clauses are legitimate in 
principle. In this and several similar cases, lawyers posed the idea that they breach the first amendment 
by limiting free speech, but no test case got as far as the Supreme Court. 

Now the House has passed a bill that explicitly bans such clauses. It voids any consumer-supplier 
contract that stops the consumer publishing reviews, whether or not it also tries to impose a fine if they 
do. The bill also bans clauses which say the supplier automatically takes over the copyright of any such 
review, which is another way some companies try to get such reviews taken offline. (Source: 
congress.gov) 

Smooth Ride Through Senate Expected 
The bill doesn't affect employment or business contracts. It doesn't override any defamation, libel or 
slander claims relating to the review. Nor does it override any legal duty of confidentiality. 

https://www.congress.gov/bill/114th-congress/house-bill/5111


The bill now has to pass through the Senate. However, as politicians there have previously supported a 
similarly worded bill, that's expected not to be hitch. It would also have to be approved by the President, 
whoever that may be at that point. (Source: consumerist.com) 

What's Your Opinion? 
Do you support the aims of the bill? Is it right to stop companies using contract terms to stop customers 
leaving negative reviews? Or is it up to customers to refuse to agree to such conditions in the first place? 

 

Windows 10 Features You Didn't Know 

About 

Category: Windows-10 From “askbobrankin.com”. 

 

 

Windows 10 has been on the market since July 29, 2015, and tens of millions of users have 

upgraded to it. Yet there are still many new and useful features in Windows 10 that most people 

don’t know about. Here are ten of the most useful, interesting, or at least amusing ones... 

 

Ten Lesser-Known Features of Windows 10 

(1) The "Contact Support" app is new in Windows 10. You can open a text chat session with a 

Microsoft "Answer Tech" if you need help. There's also an option to supply your phone number 

and have a tech support person call you at a time you specify. 

(2) Scrolling in inactive windows: In past Windows versions, only the active (current) window 

could be scrolled using the mouse wheel. In Win 10, you can scroll in any open window. Just move 

the mouse cursor over the window, and you can scroll using the mouse wheel, without clicking 

inside the window first. On my Windows 7 system, scrolling in inactive windows does work. 

Perhaps that because I have a Logitech M510 mouse with that functionality built into the driver 

software. Or maybe I'm just special. But in Windows 10, all mice are equal, at least when it 

comes to scrolling. 

(3) File Explorer now opens with a "Quick access" view, showing a list of commonly-used 

and frequently-visited folders, and a list of recently opened files. You can also navigate to a 

folder, then select the Home tab and click "Pin to Quick access" to make that folder appear in the 

Quick access list. 

https://consumerist.com/2016/09/12/house-passes-bill-outlawing-gag-clauses-that-try-to-punish-customers-for-writing-negative-reviews
http://askbobrankin.com/windows10/
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(4) Print to PDF: a native printer driver that converts documents to PDF files has been added to 
Windows 10. When printing from any Windows app, select "Microsoft Print to PDF" as the printer 

name. Instead of committing your masterpiece to paper, it will be saved as a PDF file. 

(5) The Command Prompt has been upgraded with new features in Win 10. The window can be 

dynamically resized, and copying and pasting to or from a Command Prompt is now much 

easier; the standard key combinations Ctrl-C and Ctrl-V actually work! Also, text can be made to 

wrap when a Command Prompt window is resized, instead of vanishing under an edge of the 

window. Many other Command Prompt enhancements are detailed in this Microsoft blog post.  

Control and Customization 

(6) Windows Update runs on auto-pilot in Windows 10, but you do have some new controls. 

The Professional, Enterprise, and Education editions of Windows 10 have an option called 

"Defer upgrades." When you defer upgrades, new Windows features won’t be downloaded or 

installed for several months. Security updates will still be applied. From the Start button, type 

"windows update settings" and press Enter. Then click the "Advanced options" link to see the 

Windows Update settings. (This feature is not available in the Windows 10 Home Edition.) You 

can also schedule a required restart for a time that's convenient for you. 

(7) “Sideloading” apps: in Windows 8, Microsoft allowed only apps from its Windows Store to be 

installed. This move mimicked Apple, which allows only Apple Store apps on its devices. 

Security is the reason for this restriction, but the general population of Windows users doesn’t 

want to be deprived of all the good, perfectly safe apps written by third-parties. So in Win 10, 

you can “sideload” apps - that is, load them from a source other than the Windows Store. But 

you have to enable this feature. Go to Settings > Update & security > For developers. Then click 

the button next to “sideload apps.” A warning about dangers of sideloading will appear and 

you’ll be asked to confirm that you wish to enable sideloading; answer “yes” and it’s done. My 

advice is to turn this feature off again, after loading the desired app. 

(8) Stylish Desktops: You can now customize the look of your desktop better than ever. Go to 

Start > Settings > Personalization > Colors. Choose “Show color on taskbar and Start Menu.” 

You can pick the color from a palette, or let Windows choose a color from your background 

photo to display under icons of open apps. You can also remove the translucent property of the 

Start Menu. 

http://askbobrankin.com/ten_windows_10_features_you_didnt_know_about.html?awt_l=CBDQN&awt_m=IqL4EY_LweP6SL
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(9) Monitor Apps’ Disk Space Usage: Windows 10 will now tell and show you what apps are 

using the most disk space, a boon if you are short of free bytes and want to manage space 

carefully. Go to Settings > System > Storage. A list of drives connected to your computer will 

appear. Click on one of them to see how much space each app and its data are consuming on that 

drive. Note that you can also change the folders in which files of different kinds are saved. 

One-Stop Shopping For Windows 10 Tweaks 

(10) GodMode is not an official feature, and it doesn't give you super powers. But it is a useful 

hack put together by an overworked and underappreciated system administrator long, long ago. 

Yes, GodMode has been available in earlier versions of Windows, and its fans are delighted to 

see it still works in Windows 10. GodMode provides a unified, categorized view of all of 

Windows’ far-flung features, commands, settings, and functions, all in one place that you can 

open with a single click.  

Think of it as Control Panel, Unlimited. To activate GodMode, right-click on your desktop, 

select New > Folder to create a new empty folder on your desktop. Then copy this string of 

characters below to your clipboard: GodMode.{ED7BA470-8E54-465E-825C-99712043E01C} 

Right-click on the new folder and select “Rename.” Paste the string into the space for the 

folder’s name and press Enter. Now, whenever you open that folder, up will pop the monster 

menu of options that is GodMode. You can change “GodMode” to whatever you like; one person 

uses “JediMode.” Just don’t lose that period that follows the name and precedes the cryptic string 

of characters!  

Do some of these features sound useful to you? Do you have any Windows 10 features, tweaks 

or hacks to share? Your thoughts on this topic are welcome. Post your comment or question to 

“askbobrankin.com”. .. 

 

Now you know the rest of the story or what Microsoft didn’t tell you. 

Windows 10 RAM Requirement Doubles 

 
By John Lister in “Infopackets.com/”. 
 
Windows 10 will officially require more memory to run on many computers this summer. It's only a minor 
change but is the first time the official specifications for Windows have significantly increased in the past 
seven years. 



The biggest of the changes is the minimum memory specification for 32-bit computers, which is doubling 
from 1GB to 2GB. The specification for 64-bit machines was already 2GB and will remain unchanged. 

The change doesn't mean machines with 1GB of RAM will stop working. Instead, it means computer 
manufacturers will now have to include at least 2GB of RAM to be allowed to ship Windows 10. The 
change will take effect with the next major update to the system, known commonly as the "Anniversary 
Update." (Source: cnet.com) 

Older Machines Will Run, But Slowly 
What effect the change has on existing computers remains to be seen. The increase in the specification 
may well mean Microsoft makes all future changes with the assumption that users have at least 2GB of 
memory. That could mean the system performs below expectations on machines with less than this. 

The most likely effect will be more frequent use of the page file, which is where the computer puts the 
temporary data it needs to keep at hand on the hard drive, which usually causes a noticeable slowdown. 

First Major Change Since Windows Vista 
It's the first time any of the key specifications for Windows (such as memory, hard drive size or processor 
speed) has changed since the release of Vista in 2009. That's been a deliberate policy of Microsoft as an 
attempt to reduce the likelihood that users would put off getting a new edition of Windows until they 
bought a newer and more powerful computer. (Source: arstechnica.com) 

The change is a sign that Microsoft doesn't believe it will be possible to keep the specifications the same 
forever, something that's relevant now that Windows 10 will likely be the last ever completely "new" 
edition of Windows. 

The other changes to the specifications coming soon mainly affect manufacturers. There'll be a minor 
change to the way new Windows computers will handle cryptographic keys, such as those used to secure 
and license video content. There's also a change to the distinction between Windows 10 and Windows 10 
Mobile. Previously the two systems had a distinct cut-off point of 7.9 inch screen size. Now there'll be an 
overlap: any device up to 9 inches can ship with Windows 10 Mobile, while anything with 7 inches or 
more can ship with Windows 10. 

What's Your Opinion? 
Are you running Windows 10 (or an earlier version) with less than 2GB of RAM? Is it reasonable for 
Microsoft to increase the specifications of Windows 10 after it has already been released? Do you expect 
further increases to the minimum specifications in the foreseeable future? 
 

 

 

CORTINA “I want Star Trek NOW!” 

http://www.cnet.com/news/microsoft-windows-annivesary-update-demands-at-least-2gb-memory/
http://arstechnica.com/gadgets/2016/05/windows-hardware-specs-going-up-for-the-first-time-since-2009/


The Screenless Future? 

Category: Gadgets  From “askbobrankin.com”. 

 

 

Recently, I came across a new phrase - new to me, at least. Are we headed for a future when 

screens, keyboards and mice are obsolete? We've already traveled quite far down a road where 

voice computing is becoming commonplace. Here's what you need to know... 
 

Are Screens and Keyboards Obsolete? 

Captain Kirk talked to his computer in many Star Trek episodes, and it answered him by talking 

back. No screen was needed. Once again, life is imitating art. Devices such as the Amazon 

Echo, Google Home, and your smartphone can now do much the same, and perhaps even better. 

Wired magazine argues that “The Amazon Echo Is Winning the Race to a Screenless Future”. 

The author, Davey Alba, invokes cloud computing, artifiicial intelligence, machine learning, and 

other mysterious geekery. But his bottom line is: people like talking with their computers more 

than reading or writing with them. 

It turns out that the “screenless future” is also a keyboard-less future, and mice are extinct, too. 

The featureless, Platonic cylinder of Amazon’s Echo, powered by cloud-borne Alexa software, 

is one manifestation of this future. But there are many others, and many dramatic changes in the 

offing for consumers. 

  

I will be first to admit that I like talking with my smartphone and being understood by it. Voice 
recognition has made huge leaps in the past few years. Only 5 years ago, the only game in town 

for desktop PCs was Dragon Naturally Speaking from Nuance. It was difficult to use, you had to 

train it to recognize your voice, and it didn't work with all your apps. Now I talk to my phone 

all the time.  

It's so much easier to dictate a text message or email on my phone than by typing on a virtual 

keyboard. Accuracy is shockingly good, even in fairly noisy environments. I can tell my phone 

http://askbobrankin.com/gadgets/
http://askbobrankin.com/meme_the_screenless_future.html?awt_l=CBDQN&awt_m=JFA3z2r0NeP6SL
http://www.wired.com/2016/06/amazon-echos-head-start-biggest-advantage/
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http://askbobrankin.com/meme_the_screenless_future.html?awt_l=CBDQN&awt_m=JFA3z2r0NeP6SL
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to "take a memo" or "set an alarm" even when it's in my pocket. Who needs screens or keypads 

when Siri and Google Now are compliant, voice-activated servants? 

The downside is that I sometimes appear to be barking mad. “Look, there’s another poor guy 

talking to himself!” The visual cues that I am “on the phone” are often completely eliminated, 

resulting in awkward interruptions and strange looks. Captain Kirk never had any such 

misgivings about conversing with his computer. 

The Internet of Things is Enabling a Screenless Future 

More than two-thirds of Americans own smartphones, according industry observers. Many of 

them use their phones much like I do, in hands-free natural conversations. The “screenless 

future” is made possible by the practice that consumers are getting on their phones. But it 

includes far more than phones, indeed far more than discretely identifiable objects. 

The “Internet of Things,” or IoT, is most definitely coming; some would argue that it’s already 

here in force. (See my related article The Internet of Insecure Things.) Like an iceberg, only a 

small fraction of the IoT is easily seen. So-called “embedded systems” are hidden inside of 

mundane objects like refrigerators and cars. Many more embedded systems are in objects that 

ordinary citizens rarely see, like electrical utility stations, traffic control systems, and the 

omnipresent surveillance camera networks. 

A refrigerator with a touchscreen is rather awkward and unsightly. Voice interaction is the 

obvious ideal, like the “replicator” in the Starship Enterprise’s galley. “Earl Grey, hot,” anyone? 

Google already has prototype driverless cars that lack a steering wheel and pedals, and whose 

screens are mainly for entertainment rather than guidance and control. And, of course, there’s 

Amazon Echo and upcoming attempts to catch up with it, such as Google Home. 

“Wearable tech” is another fertile field for “screenlessness.” My shirts should just change color 

when I discreetly mutter, “Change color to blue,” and they should know my favorite shade of 

blue. My phone should not be in my pocket; instead, perhaps my pocket should be my phone! 

I am calling the “screenless future” a meme because the concept is a powerful one that is likely 

to reshape our society. It is an idea which captures the imaginations of consumers while inspiring 

artists, industrial designers, and makers of all kinds. It’s not the debased definition of “meme” 

that is just a pun in the form of a GIF. This meme matters. 

Your thoughts on this topic are welcome. Post your comment or question to 

“askbobrankin.com”. 
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Quote of the month. 

The trouble with this country is that there are too many politicians who 

believe, with a conviction based on experience, that you can fool all of 

the people all of the time.  

– Franklin P. Adams 

 

 

 

 

 


