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YOUR COMPUTER IS BROKEN SCAM 
 

A friend learned this lesson the hard way, it cost him over 

$300 by the time he was back to normal operations! 

 

HOW IT WORKS: Scammers call saying they 

are from tech support and that your computer is 

broken or has a virus. They may pretend to be from a 

big company such as Microsoft, and may ask you to 

open files on your computer, help them take control 

of your computer or ask for your credit card 

information to charge you for phony services or 

software. Besides a phone call, the FTC said some 



fraudsters will use a pop-up message on your 

computer that says a virus has been detected with a 

phone number to call. 

 

PROTECT YOURSELF: Ignore any calls or 

pop-ups saying you have a virus. Big companies have 

no way of knowing there is a problem with your 

computer and will not contact you. If you do fall for 

the scam, the FTC says you should scan your 

computer with security software and change all your 

passwords. 

 

 

Sometimes you need a little help with a problem, 

maybe this is the answer. 

 

The Windows Problem Steps Recorder 

Category: Windows From “askbobrankin.com”. 

 

 

The Problem Steps Recorder (PSR) is one of the more obscure features of Windows, but it can 

be a very useful one. If you've ever tried to solve a computer problem over the phone, you 

understand how frustrating and time-consuming that can be. If you're a user who needs to show 

a problem scenario to a tech support rep, or someone who wants to visually document a how-to 

process for a friend or relative, you should know about the Problem Steps Recorder, and other 

desktop screen recording tools... 

 

How to Use the Problem Steps Recorder 

When you activate the Problem Steps Recorder (PSR), it takes a screenshot every time the mouse 

button is clicked. Text notes can be added to a screenshot. When PSR is stopped, the screenshots 

and notes are compiled in MHTML format and compressed into a ZIP file. This file can be 

https://askbobrankin.com/windows/


emailed to a tech support rep, who can then review all of the steps a user performed that led to a 

crash or other problem. 

But the Problem Steps Recorder isn't limited to "problem" situations. Another use for PSR is to 

compile a tutorial for another user. Let's say you want to show your mother how to attach a 

photograph to an email, or explain how to set a wifi password. Doing it over the phone can be 

very frustrating, and even if you're there in person, will they remember all the steps next time?  

Maybe you're in an office setting, and you need to train new employees on how to set up a mail 

merge operation in Word, or give step-by-step instructions on how to download and install a 

particular program. 

 

With PSR, you can create a tutorial showing each step, so the user can review it as many times as 

necessary. This beats sitting next to the person and repeating the same procedure over and over 

until he or she gets it. 

Ready, Set, Record! 

To start the Problem Steps Recorder on Windows 7, Windows 8 or Windows 10, open the Start 

menu and type psr.exe into the Search box. Click on that item to run the Problem Steps 

Recorder. 

There are only three options on the main menu. Obviously, "Start Record" is the first one you 

will want to choose; this begins the recording process. While PSR is recording, its title bar 

flashes the words "Recording Now" and its Taskbar icon shows a flashing red dot. 

Now, just go through the steps that you want to record, clicking the mouse button each time you 

want to take a screenshot. If you click the "Add Comment" button in PSR's menu, you will be 

able to highlight a particular area of the screen and annotate it. 

When you finish recording, click the "Stop Record" button. A "save as" dialog box will appear 

so that you can specify the location and name of the ZIP file to which this session should be 

saved. Now you can send this ZIP file to your Mom, an employee, a tech support person, or just 

save it for later use. 



After opening the ZIP file, the recipient will find a MHTML document inside. Clicking on this 

file will launch Internet Explorer to display the file's contents. You (or the recipient) can then 

review the recorded steps as a slide show, or view a text version of the step-by-step actions.  

PSR and Other Alternatives for XP, Vista and Mac 

The Problem Steps Recorder is only available on computers running Windows 7, 8 and 10. But 

the ZIP file that it creates can be opened and viewed by users who run older versions of 

Windows, such as XP or Vista. So what if you're not running Windows 7 or higher, and you 

want something similar to the Problem Steps Recorder?  

Fortunately, PSR is not the only utility that lets you capture the screen and create a reusable step-

by-step recording. ScreenRecorder is a free tool from Microsoft that works on XP and later 

Windows systems. You might even like it even better, because instead of taking screen shots, it 

creates a video of the process. The WMV file can be sent to another user, who can view it with 

the Windows Media Player. 

Another free tool which acts as a desktop screen recorder is CamStudio. This free, open-source 

software can record all screen and audio activity on your computer and create video files in AVI 

or SWF formats. CamStudio can also add screen captions to your recordings or use your webcam 

to make a "picture-in-picture" video of you describing what's happening on screen. 

If neither of those freebies does what you want, here are some other options. Snagit provides 

capabilities similar to PSR and also allows video recording of onscreen action. Snagit comes in 

versions for Windows and Mac OS X as well. And there's also My Screen Recorder, which 

records your PC desktop activity into standard WMV or AVI video files. It records everything 

you see on the computer screen, including the entire desktop, windows, menus, cursors - even 

video with sound. Both programs have a free trial version, and can be purchased for $50. 

If you're someone who often gets called upon to help others with their computer problems, you 

might also consider a remote desktop tool, which lets you see and share the other person's screen 

in real time. See my related article Free Alternatives to GotoMyPC to learn about some free 

remote desktop options. 

Have you ever used the Problem Steps Recorder, or one of the alternatives mentioned here? Post 

your comment or questions to “askbobrankin.com”... 

 

 

Here's Why Your Password is Hackable 

Category: Security From “askbobrankin.com”. 

http://technet.microsoft.com/en-us/magazine/2009.03.utilityspotlight2.aspx?pr=blog
http://camstudio.org/
https://www.techsmith.com/screen-capture.html
http://www.deskshare.com/screen-recorder.aspx
http://askbobrankin.com/free_alternatives_to_gotomypc.html
https://askbobrankin.com/security/


 

 

Over the past two decades, password rules have become more complicated and burdensome 

upon users. Users have coped with arbitrary, byzantine password rules by creating the most 

easily remembered passwords that comply with the rules, changing them when required in 

minor, predictable ways, and reusing compliant passwords on multiple online accounts. The 

results include lots of frustration and LESS security. Here's how to do it right... 

 

Everything You Know About Passwords is Wrong 

A typical site now requires you to create a password at least 8 characters long that includes at 

least three or four types of characters: upper-case, lower-case, numeral, and special characters 

such as !, @, #, etc. In most cases, the resulting password is exactly 8 characters long, begins 

with an upper-case character, and ends with an exclamation point or the numeral “1.” Often it’s a 

recognizable name associated with the user, such as a child’s or pet’s name. If a password needs 

to be changed, it’s often only the last character that’s changed, and in a predictable fashion, i. e., 

“1” becomes “2,” “!” becomes “@,” etc. 

Hackers know these official rules, and the de facto rules that users have created to comply with 

the least effort. They have hundreds of billions of stolen passwords from which to figure out the 

rules, and they incorporate the rules in password-cracking software to make it more efficient. 

They also have massive computing power that can try billions of possible passwords per hour. 

The upshot is that most passwords actually in use can be cracked in a matter of hours. 

One solution to human predictability is password-generating software that produces longer, more 

random passwords, and password-management software that remembers what site a password 

goes with. These functions may be combined in one software package, such as Roboform, 

Dashlane or LastPass. 

 

But many sites deliberately thwart the use of password managers, either by forcing users to enter 

usernames and passwords on two separate screens or by adding code that blocks auto-filling of 

passwords. Apparently, the admins of such sites think a password encrypted and stored on a hard 

drive is as insecure as one written on a Post-It Note. 

Another solution to remembering strong passwords is mnemonic - a sentence that’s easily 

remembered because it makes grammatical sense, and which contains the characters of a 

https://www.roboform.com/
https://www.dashlane.com/
https://www.lastpass.com/


password that can be extracted by applying a simple rule. For instance, a password might be the 

first letters of the sentence, “My horse knows how to use 2 pink staple guns.” In fact, that whole 

sentence would make a virtually impenetrable password, if the official rules allowed spaces.  

This geeky cartoon from XKCD.com illustrates the difference between passwords as they are 

and as they could be, if sysadmins allowed it. Following the official rules results in a password 

that’s easily cracked in 3 days, while the phrase, “correct horse battery staple” takes 550 years, 

far longer than any hacker cares to spend. 

What About Those Password Strength Meters? 

Research has found that users will create stronger passwords if they receive feedback about 

password strength as they create a password. But so-called “strength meters” often measure only 

compliance with rules instead of statistical strength, according to researchers at Carnegie-Mellon 

University. The CMU geeks have created a strength meter that uses a powerful neural network to 

calculate the true strength of a hypothetical password on the spot, and even explains what’s 

wrong with your password creation strategy. The rules they recommend are: 

 At least 12 characters per password 

 Capitalized and special characters in the middle of the password, not at ends 

 No names associated with pets or sports teams 

 No song lyrics 

 Avoid the word “love” in any language 

 Avoid patterns such as “123,” including keyboard patterns (“qwertyasdfg”) 

I advise using a password generator/manager wherever possible. They’re getting better at 

circumventing the security-limiting roadblocks that some website owners think are important. If 

you prefer not to use password software, a memorable phrase is the next best thing. In the past, 

I've used the first sentence from the first paragraph of a certain page in an old book. For example, 

on page 67 of "The Autobiography of Benjamin Franklin," I found the phrase "There are 

Croakers in every country." It's memorable, and it makes for a strong password. Or as mentioned 

above, you can apply a formula of your choosing to such a phrase. 

What's your password strategy? Do you use a password manager, a sticky note, or keep it in your 

head? Your thoughts on this topic are welcome. Post your comment or questions to 

“askbobrankin.com”. 

 

. Microsoft: Windows 10 is now 
'Speedier, More Reliable' 

https://xkcd.com/936/
https://cups.cs.cmu.edu/meter/


 
By John Lister on September, 21 2017 from “Infopackets.com”. 
  
Microsoft claims Windows 10 performance is improving while glitches are less common. It appears one 
explanation may be a slowdown in the update rollout process. 

The claims come in a blog post comparing the two most recent 'major update' versions of Windows 10, 
the twice-yearly updates that bring new features rather than just fixing performance and security bugs. It 
cites figures collected in telemetry reports, in which it tracks the activity on computers, something that 
Microsoft says helps improve the system, but raises privacy concerns among some critics. 

Boot Time And Log-In Speedier 
According to Microsoft, when comparing the current Creators Update version with the previous 
Anniversary Update version, boot time is 13 percent quicker, with logging in 18 percent quicker. For those 
who use facial recognition, the boot time is 30 percent faster. (Source: windows.com) 

In each case Microsoft precedes the figures by saying "up to", but doesn't make it clear if this means the 
figure is the average for people in particular circumstances, or if it's literally the best improvement that any 
one user has achieved. 

The blog post also cites figures for improvements in battery life, with Microsoft saying users can now 
expect 17 percent longer battery life when using the Edge browser, five percent more when watching 
downloaded videos and 2.5 percent when streaming video. With these figures there's no 'up to' 
qualification. 

Driver Bugs On Decline 
Microsoft also claims improved reliability, citing a 17 percent reduction in people experiencing 'certain 
system stability issues' and a 39 percent drop in 'operating system and driver stability issues'. It also 
published a graph that appears to show a significant and consistent drop in people using Microsoft's 
customer support, both online and on the phone, though it's notable the graph doesn't show the actual 
numbers involved. 

Whatever the true figures are, the most likely explanation for performance improvements is that Microsoft 
is slowing down the process of rolling out new updates. Arstechnica's Peter Bright noted that five months 
after the release of the Anniversary Update it was on 85 percent of Windows 10 computers; at the 
equivalent stage for the Creators Update, only 66 percent of machines were running the new version. 
That's given more opportunity to pick up problems in real-world use and fix them before more users are 
affected. (Source: arstechnica.com) 

What's Your Opinion? 

https://blogs.windows.com/windowsexperience/2017/09/20/windows-10-creators-update-best-version-windows-10-ever/
https://arstechnica.com/gadgets/2017/09/microsoft-windows-getting-more-stable-faster-and-lasting-longer-on-battery/


Does your experience of Windows 10 match up with Microsoft's claimed improvements? How much 
attention if any do you pay to which updates you have received? Have you experienced incompatibilities 
and other glitches after getting major updates? 
 

 

Now for a change in subject that may save your life 

or health! 

Doctors of Deception: Diploma Mills 

Category: Education From “askbobrankin.com”. 

 

 

 

Were your parents disappointed when you didn’t become a doctor or a lawyer? Well, you can 

make it up to them by buying degrees in these or any other professional fields, without doing a 

lick of course work. Read on to see how bad the problem of fake degrees and online diploma 

mills really is... 

 

Did Your Doctor Really Go to Medical School? 

“Diploma mills” have proliferated online, and they’ve gotten much more sophisticated in the 

support they provide to cheating customers. This is a problem for employers, public or private. It 

can be expensive and traumatic for litigants and medical patients, too.  

Dennis Yang, a Toronto attorney, is out an estimated $100,000 because he hired fraudster Inayat 

Kassam to open a new office. Kassam was referred to Yang by a trusted colleague. Kassam’s 

diplomas, transcripts, and references all looked authentic and excellent. The problem: neither 

Kassam’s law school nor his BA alma mater exist!  

The school that issued Kassam’s fake BA diploma is supposedly based in Florida. But it turns 

out the address listed is fake and the photos of campus and faculty were stolen from other sites. 

This sort of chicanery can be exposed by calling accreditation agencies. But many fake schools 

also have fake accreditation agencies answering phone calls! References, too, can be called, but 

employers have no idea whether the reference contact is real or fake. 

It’s estimated that diploma mills crank out $1 BILLION worth of fake degrees every year, 

for a few hundred dollars a pop. Additional support such as fake resumes and references cost a 

bit more. "There's clear evidence that more than half of the people in any given year who claim a 

new Ph.D. actually bought a fake one," says John Bear, an expert in online education and co-

author of a book on degree mills.  

A Pakistan-based IT firm called Axact seems to be the largest online diploma mill, according to 

a Canadian Broadcasting Company investigation. Using various fake schools, Axact issues 

https://askbobrankin.com/education/
http://www.cbc.ca/news/business/fake-toronto-lawyer-defrauds-clients-1.4276157
http://www.cbc.ca/news/business/fake-toronto-lawyer-defrauds-clients-1.4276157
http://www.degreemills.com/
http://www.cbc.ca/news/business/diploma-mills-marketplace-fake-degrees-1.4279513


degrees in engineering, computer science, social service counseling, and nursing, among many 

other majors. 

 

 

 

 

Is Your Cosmetic Surgeon a Hairdresser? 

"Paging Doctor Bob... Doctor Bob..." It's true that I acquired the nickname "Doctor Bob" while 

working at IBM in the 1980s. I'm not a Ph.D, but I do have a real degree in Computer Science. 

See my article Tech Support House Call to learn the story behind that, and how another "Doctor 

Bob" lost his job due to faking his credentials. 

Social media is not the place to find a cosmetic surgeon. A recent study found that only about 

17% of cosmetic surgeons posting “educational” material on Instagram (which are really patient 

recruitment ads) actually have the board certifications and other credentials that they claim. 

Some of the self-identifying cosmetic surgeons are actually dentists, hairdressers, or spa 

employees. 

A group of high school journalists in Pittsburg, Kansas exposed their principal’s fake degrees, 

prompting her to resign from her $93,000 position. Her fake alma mater, Corllins University, 

does not exist, according to Dept. of Education records. Searches of LinkedIn.com reveal 745 

people claiming degrees from Corllins -- all of them are bogus. 

Federal agents have identified 12,500 fake degrees issued by 40 diploma mills under 

investigation. That’s a drop in the bucket; it’s estimated that more than 5,000 diploma mills are 

active online today. 

Employers have to do extra due diligence to check the references, or even the existence, of job 

candidates’ alma maters, references, and past employers. Consumers should call state licensing 

https://askbobrankin.com/tech_support_house_call.html
https://academic.oup.com/asj/article/doi/10.1093/asj/sjx120/4084591/Plastic-Surgery-Related-Hashtag-Utilization-on
https://www.cbsnews.com/news/your-md-may-have-a-phony-degree/


agencies to verify the credentials of any hairdresser, engineer, lawyer, or medical professional 

they are considering.  

The Internet has made a lot of things easier. But unfortunately, fraud is one of them. On the 

bright side, with just a bit of Googling, intrepid sleuths can have a lot of fun outing fake Ph.D. 

principals and other posers. 

Your thoughts on this topic are welcome. Post your comment or questions to 

“askbobrankin.com”. 

 

Thomas Sowell Quotes 

It is hard to imagine a more stupid or more dangerous way of making decisions 

than by putting those decisions in the hands of people who pay no price for being 

wrong.” Thomas Sowell 

 

Sounds a little like congress! (Editor) 

 

 

 

 


