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How Can I Report a Spammer? 

Category: Spam From “askbobrankin.com”. 

 

 

A reader asks: 'Every day I am getting lots of unwanted spam emails, advertising nutritional 

supplements, fake watches and even attempts to steal my online banking passwords. I have tried 

filtering them out, but they keep on coming. I really want to report these crooks, but I don't 

know how or where. Can you help?' 

 

Get Mad, Get Even, or Just Press Delete? 

I usually advise people to avoid spam by using filters to keep it out of the inbox as much as 

possible, and then just press Delete for the ones that sneak through. Maybe you're content with 

this approach, but sometimes the spammers can get under your skin, and make you want to do 

something more. If you want to proactively do something to help get spammers off the Internet, 

you can report a spammer to Internet Service Providers and other organizations dedicated to 

snuffing out this electronic menace. 

http://askbobrankin.com/spam/


Unfortunately, gathering the information you need to report spammers is not easy. You need the 

message's header information, which is hidden by default. Using the header info, you would need 

to identify each mail server and mail relay server through which the message passed on its way 

to you. You may need to discover the registrar of the domain of a server that sent the spam.  

 

Then you have to find the spam-reporting email address or Web page of each entity to which you 

wish to report the spam message. Abuse.net may be able to help, but it does not include every 

contact for every domain on the Internet. 

For an incredibly exhausting look at the spam sleuthing and reporting process, visit Rick's Spam 

Digest. You'll learn a lot about how spammers operate, and how to track down the source of 

those annoying missives. 

But unfortunately, a majority of spam is now sent from the computers of unsuspecting users who 

have been infected with malware. Millions of ordinary home computers are enslaved in botnets, 

remotely controlled by cyber criminals who hide in the dark corners of the Internet. So for most 

users, retaliation against spammers just is not worth the trouble. Hours of valuable time can be 

consumed to report one spam message. If you don't want to spend your entire waking life 

snitching on spammers, there are a few other options. 

Spam Reporting Options 

They don't always get away with it. Some spammers have been caught and punished. See my 

article Spammers and Scammers in the Slammer for a rundown of cyber-criminals who have 

done (or are doing) hard time for their misdeeds. 

SpamCop.net is a spam tracing and reporting service that has been around since 1992. Currently, 

SpamCop is owned and operated by Cisco Systems, the giant networking hardware vendor. After 

registering as a SpamCop user (which costs nothing), you will be able to send spam messages 

and header information to SpamCop via email or by pasting the info into a Web form. SpamCop 

takes care of the gory details of identifying where the message came from and reporting the spam 

http://www.rickconner.net/spamweb/spamreporting.html#Anchor-How-35882
http://www.rickconner.net/spamweb/spamreporting.html#Anchor-How-35882
http://askbobrankin.com/spammers_and_scammers_in_the_slammer.html


to the correct entities. SpamCop also uses your report to compile a database of spam sources that 

is widely used by ISPs to improve their spam-blocking filters. 

"Beware of cheap imitators," warns SpamCop's home page. Yes, there are phishing sites that 

pose as spam-reporting services. They will collect your email address as part of the phony 

reporting process, and it will end up on even more spammers' mailing lists.  

Spam Bully is a $30/year personal anti-spam program that not only filters your email for spam, 

but also reports spam to the servers through which it passed and to the Federal Trade 

Commission. (Incidentally, you can send a spam message and its headers to the FTC directly, at 

spam@uce.gov.)  

Here's another data point to consider... It is believed that large email providers are starting to use 

behavioral cues to detect and zap spam. If for example, a majority of users ignore, delete, or 

"mark as spam" a particular message (or even open without clicking any links) that's pretty 

strong evidence that the email is unsolicited and/or unwanted. Armed with such data, Gmail and 

other email providers can simply direct similar messages to the trash if they appear again. 

As maddening as the spam problem can be, it's very important NOT to become a vigilante. Back 

in 2005, a notorious Russian spammer was found murdered in his Moscow apartment. Not even 

the vilest of offenders deserves that. There are laws in place to deal with these miscreants, so it's 

best to report any information you have, and allow the authorities to deal with the problem from 

that point on.  

Have you ever reported a spammer? Post your comment or question to “askbobrankin.com”... 

 

 

Researchers: 'Anonymized' 
Browsing Data Can Reveal Identity 

 
By John Lister on August, 1 2017 in “Infopackets.com”. 
 

Researchers suggest that anonymized browsing data can be used to track users. The flaw can 
make it easy to reveal exactly what sites individuals have visited. 

Security experts Svea Eckert and Andreas Dewes told the Def Con security conference that they'd been 
able to identify adult websites a particular judge had visited, as well as a politician's online interest in 
drugs. 

http://spambully.com/


The data came from so-called "clickstreams," which are simply a list of the sites an individual has visited 
and the order in which they visited them. They are commonly used by advertising firms to produce 
individually targeted ads based on the interests and attitudes revealed by a person's browser history. 

Clickstreams Gathered By Browser Tools 
Such 'clickstreams' can be gathered in a variety of ways, most commonly through browser extensions 
installed by the user. In some cases, these are rogue extensions that are installed without the user's 
knowledge via a security flaw, or that appear to serve a legitimate purpose but actually gather the data 
without the user realizing. 

In other cases, the extensions are more "legitimate." The manufacturers of the addons gather the data 
and then anonymize it by replacing the user names with reference numbers, then pass the data onto 
advertisers. That means advertisers can deliver the targeted ads without knowing the individual who will 
see them. 

According to the researchers the process of anonymizing has two big limitations. One is that the list of 
pages the person visited will often include account management pages, for example when somebody 
goes to update their settings or information on a social media site. In those cases, the user's name may 
be revealed in the page title or even the website URL itself. (Source: bbc.co.uk) 

Social Media Activity Could Be Decisive Clue 
Even when this isn't the case, the researchers say it's possible to cross-reference the list with publicly 
accessible information - such as when a user posted or shared content on a social media site. For 
example, if the clickstream has several instances of the person sharing particular stories at particular 
times, there may only be one user whose social media activity fits that particular pattern. (Source: 
techradar.com) 

The researchers have deleted the data they used in the study. They say that because it may be difficult to 
ensure clickstream data is kept anonymous, governments should put time limits on how long a company 
can store a set of data, a move designed to reduce the chances of it being stolen or exposed. 

What's Your Opinion? 
Do you fully vet any browser extensions you install? Would you consider tightening the privacy settings 
on your social media activity to reduce the chances of it being used to identify 'clickstream' data? Are we 
approaching the point where the only practical solution is to act as if every website you visit could become 
public knowledge? 

 

The Easiest Way Yet to Download YouTube Videos 

toggle-button From Gizmo’s freeware 

Submitted by gizmo.richards | Last update on 21st August, 2017 - 12:59pm 

       

http://www.bbc.co.uk/news/technology-40770393
http://www.techradar.com/news/even-your-deleted-secret-web-history-isnt-safe-say-researchers
https://www.techsupportalert.com/content/easiest-way-yet-download-youtube-videos.htm
https://www.techsupportalert.com/users/gizmorichards


  

 

Over the years we've featured lots of different ways of downloading YouTube videos to your 

computer. Most of these solutions work really well but they either involve downloading software 

or visiting specialised websites.  

That's fine if you download videos regularly but if you are like me and only need to download 

them occasionally then the situation is less than ideal. Firstly, few of us want to install software 

that we only use very occasionally. Secondly, download websites are fine but who can remember 

their URLs when you need them? 

Recently I came across a neat way to download any YouTube video just by prefixing the video 

URL with two characters. I've tried it several times now and it works a treat. Best of all, you only 

have to remember the two characters that you need to add to the video URL. As a bonus you can 

select the degree of compression/file size for the download file ranging from small and course 

through to large full HD. 

Here's how to do it: 

1. Go to the YouTube page containing the YouTube video you want to download. 

2. On that page, click in the browser address window. It should be displaying the video URL 

3. Add the letters "SS" to the video URL immediately after the "WWW." and before main part of 

the URL 

4. Press return and you should be taken to the saveform.net download website where you can 

select your download resolution and initiate the download itself. 

Example: 

If the YouTube video URL was https://www.youtube.com/watch?v=p7nSxAlVrO8 change it to 

https://www.ssyoutube.com/watch?v=p7nSxAlVrO8 

 Try it, you'll find it works really well and is easy to remember. 

  

And yes, the saveform.net download site is rated "Green" by Web Of Trust and can be 

considered to be safe and trustworthy. 

 

https://www.youtube.com/watch?v=p7nSxAlVrO8
https://www.ssyoutube.com/watch?v=p7nSxAlVrO8


Can you trust that picture or video? 
 

Steganography Use on the Rise Among Cyber Espionage, 
Cybercrime Groups 
 
/ 

 
By Jai Vijayan in “darkreading.com”. 
 
At least three cyber espionage campaigns and several malware samples in recent 
months have employed ancient technique, Kaspersky Lab says. 

In a potentially worrisome trend for enterprises, threat actors have increasingly begun using the 

ancient technique of steganography to conceal data theft and other malicious activity on 

compromised systems. 

Steganography is a term that describes the practice of hiding secret text messages and other 

content inside other non-secret messages — like innocuous-looking blocks of text or images. 

Security researchers at Kaspersky Lab this week said they have come across at least three major 

cyberespionage campaigns in the past few months where threat actors have used steganography 

to hide stolen data and to communicate with command and control servers. 

In these campaigns, threat actors have exfiltrated data from victim organizations by hiding it 

inside the code of seemingly ordinary image or video files and sending it to C&C servers. The 

modifications to the images or video files are so minute that they usually have gone unnoticed 

and typical endpoint antimalware tools and APT tools are not designed to look for or spot data 

exfiltration that takes place this way. 

In addition to APT campaigns, there have been several instances recently where ordinary 

cybercriminals have used the technique in conjunction with malware tools, such as the Zeus 

banking Trojan and the Shamoon disk-erasing malware. The latter trend in particular suggests 

that malware writers are on the verge of adopting steganography on a mass scale, Kaspersky Lab 

researchers said in a blog this week. 

https://www.darkreading.com/author-bio.asp?author_id=1912
https://securelist.com/steganography-in-contemporary-cyberattacks/79276/


"Most modern anti-malware solutions provide little, if any, protection from steganography," said 

Kaspersky Lab security researchers Alexey Shulmin, Evgeniya Krylova. As a result, any 

"carrier" such as a digital image or a video file that can be used to conceal stolen data, or 

communications between a malware program and a command and control server, poses a 

potential threat, they said. 

Krylova told Dark Reading that organizations need to pay attention to the trend. 

"Although steganography was used in ancient centuries, it is still actively used today by different 

malware authors and APT actors," she says. "This trend has been increasing over the last several 

years, even though it can be detected by different security suites, using mathematical and 

statistical methods." 

Stegcontainers — or the object in which the payload is concealed - can take multiple forms, 

Krylova says. For instance, Kaspersky Lab has observed threat actors using audio files, text files, 

and even domain names, to hide data and C&C communications. 

"But the primary concern is images," she notes. In most cases, the main payload that is being 

concealed within these images are conversations with the command and control server, 

commands received from the C&C and stolen files, she says. 

The only one limitation on what threat actors can or cannot hide using steganography is the size 

of the container, Krylova says. "This is because you won’t be able to hide a lot of information in 

a container without visual distortion.” 

Jai Vijayan is a seasoned technology reporter with over 20 years of experience in IT trade 

journalism. He was most recently a Senior Editor at Computerworld, where he covered 
information security and data privacy issues for the publication. Over the course of his 20-year 

... View Full Bio 

 

 

 

Comment of the month: 

 

Cleaning your house while your kids are still growing up is like shoveling the walk 

before it stops snowing.  

 

Phyllis Diller 

https://www.darkreading.com/author-bio.asp?author_id=1912

