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NO, NO, A 1000 times NO! 

Facebook Messenger for Kids? 

Category: Facebook , Facebook  

 

 

Facebook’s long-standing policy is “no one under age 13.” But that leaves a lot of potential 

consumers (or, at least, powerful influencers of consumers) beyond the reach of their data 

collection machine. So the company is launching “Messenger Kids,” a version of its video chat 

app designed for minors as young as six and the parents who worry about them. This is... 

 

Wrong On So Many Levels 

Twitter, Instagram, Pinterest, Tumblr, Kik, and Snapchat all require users to be over 13, too. 

YouTube requires account holders to be 18 or older, but a 13 year-old can sign up with an 

account-holding parent’s permission. This common age floor is no coincidence.  

The Children’s Online Privacy Protection Act (COPPA) of 1998 requires operators of websites 

and other “online services” to provide notice to parents and obtain their permission before 

https://askbobrankin.com/facebook/
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collecting personal information - such as name, address, phone number and screen name - about 

any child under age 13 from that child. Companies cannot collect from younger users any 

geolocation data that could identify a street, or any files containing any voice, still image, or 

video file of the child. Behind-the-scene data like cookies, IP addresses or the unique device 

identifier (UDID) of a mobile device are off-limits.  

The Center for Digital Democracy has a parent’s guide to COPPA and the FTC rules that 

strengthened its protections for kids, last updated in 2013. Dozens of companies, from Hasbro to 

Yelp and small app developers, have been fined by the FTC for violating COPPA willfully. But 

willful violations by corporations is a fraction of COPPA end-runs. 

 

COPPA does not work if parents cave in to kids’ pleas for access to what all their friends are 

using, or if a child simply provides a false birth date when asked for one. Messenger Kids does 

not solve the latter problem; perhaps only something similar to “real-time Carbon-14 dating” 

could effectively block pre-teens. (I’m joking; please don’t tell me how Carbon-14 dating 

works). But it goes all-out to make caving in easier for parents to rationalize. 

Facebook gushes that "Messenger Kids opens up a new world of online communication to 

families." You can just imagine how excited little Johnny and Janey will be when Mom tells 

them it's time for a Messenger Kids video chat with Grandma and Grandpa. (Of course, that 

interaction could happen just as easily on Mom's phone.)  

Put Your Brain in Neutral 

In a recent blog post, Facebook Product Management Director Loren Chung paints a lavishly 

reassuring and tempting picture of Messenger Kids. The app, which is currently available only 

for Apple kids, gives parents instant insight into their children’s contacts and activities. It gives 

parents veto power over every proposed new contact. It gives kids the freedom to make twisted 

pictures and videos of themselves and share their creations with friends and relatives. It complies 

with COPPA by requiring parental permission and making the granting of permission a “no-

brainer” decision. 

But only the most stay-at-home “helicopter parent” has time to truly investigate every new 

contact a kid wants to add, and review every inbound and outbound text message, video chat, 

and photo that just one kid may generate. If you have two or more kids, forget it! As with every 

https://goo.gl/ovhj4r
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security system, the human element is the weakest, most exploitable flaw. Even requiring parents 

to set up a Messenger for Kids account does not prevent kids who already have access to their 

parents’ Facebook accounts, or their own accounts created with false birth dates, from creating 

Messenger Kids accounts for themselves or even their friends. 

Parents may say, “These are your allowed contacts; don’t ask to add any more.” But they will not 

be able to keep up with the tsunami of content that will flood their own Messenger apps. They 

will end up with a history of their children’s activities, which might be useful for criminal 

investigations but does not keep a child safe. Furthermore, video chat sessions are not subject to 

parental review, a huge loophole that will assuredly lead to trouble. (As if teen "sexting" wasn't 

enough to for parents to be worried about.) 

It’s telling that Apple parents and kids are the first to get Messenger Kids. (On January 20, 2018, 

Amazon Fire users will get theirs. A version for Android devices will arrive "in the coming 

months.") Parents who can afford to put an iPhone or iPad in the hands of one or more 

kindergartners are likely to have a rather inflated opinion of their own competence and, 

presumably, that of their little darlings. But Apple has always designed and marketed its products 

as things that “just work,” without users having to think about anything. That’s the ideal 

demographic for Messenger Kids. 

“There are no ads in Messenger Kids and your child’s information isn’t used for ads,” says 

Chung. Setting up Messenger Kids for a child does not create a Facebook account for that child; 

instead, the child is authorized under the parent’s account. The app is free to download and 

install. So what is the profit motive for Facebook? 

Messenger Kids is a “gateway drug,” plain and simple. It not only fosters screen addiction at 

ages as young as six (or less), it also hooks them on Facebook products. That’s the game 

Facebook is playing with parents. I think parents should refuse to play. 

Your thoughts on this topic are welcome. Post your comment or question to “askbobrankin.com” 

 

.. four Google Chrome extensions 

harbouring ad-fraud malware 
500,000 downloads provided cyber criminals with a powerful botnet 

to tap into  



 
Security bods uncover four Google Chrome extensions harbouring ad-fraud malware  

  
 By Roland Moore-Colyer in “the inquirer.net  

GOOGLE'S CHROME was home to four extensions that were harbouring malware and had 

been downloaded 500,000 times, despite the browser supposedly being the most secure in the 

world. 

Boffins at network analytics firm ICEBRG found the infected extensions after detecting an 

unusual spike in outbound network traffic coming from one of their customer's workstations. 

Digging into the suspicious spike, the researchers found the traffic was coming from a Chrome 

extension called HTTP Request, with the outbound traffic being sneakily directed at web links 

with advertising attached. 

After this, they discovered three more extensions doing the same thing; Stickies, Lite 

Bookmarks, and Nyoogle. 

From there, they were able to deduce that the extensions were being used as part of a click-fraud 

scam that illegitimately generates pay-per-click revenue from website advertising. 

But the researchers pointed out that the malware in the extensions could be used for more 

nefarious proposes in skilled hands: "In the hands of a sophisticated threat actor, the same tool 

and technique could have enabled a beachhead into target networks." 

While Google may have stripped the extensions from its Chrome Web Store, the infected 

extensions could still be in play, and with 500,000 downloaded they effectively create a large 

botnet for the cybercriminals to tap into. 

https://www.theinquirer.net/author/profile/3180/roland-moore-colyer
https://www.theinquirer.net/author/profile/3180/roland-moore-colyer
https://www.icebrg.io/blog/malicious-chrome-extensions-enable-criminals-to-impact-over-half-a-million-users-and-global-businesses


"The total installed user base of the aforementioned malicious Chrome extensions provides a 

substantial pool of resources to draw upon for fraudulent purposes and financial gain," the 

researchers explained. 

"The high yield from these techniques will only continue to motivate criminals to continue 

exploring creative ways to create similar botnets. It should be noted that although Google is 

working to give enterprises more options for managing Chrome extensions, without upstream 

review or control over this technique, malicious Chrome extensions will continue to pose a risk 

to enterprise networks." 

While this isn't the first batch of malware-ridden extensions that Chrome has had to face, it looks 

like the problem isn't going away anytime soon. 

As such, it's worth being extra cautious with the extensions you add to Chrome, making sure 

they come from legitimate sources and that you really do need them before slotting them into the 

popular browser. µ 

 

From the “Do I really need to know dept.” 

 
Facebook Creates New Unit of 
Time - And No, it's Not a Gimmick 

 
By John Lister on January, 24 2018 in “Infopackets.com/”. 
 
Facebook has invented a new unit of time called "the flick." Perhaps surprisingly it actually serves a 
purpose rather than being a mere gimmick. 

A "flick" is a word that's a shortened version of a "frame tick". It refers to the length of time of 1 second 
divided by 705,600,000; in decimal format it would look like this: 1.417233560090703e-9. All mathematics 
aside, the "flick" could help make online videos smoother as well as improve virtual reality and similar 
technologies. 

The flick is now the next longest unit of time after the nanosecond, which isn't just a turn of phrase but 
rather is one second divided by a billion. 
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Mathematics Is The Key 
The key to the flick is that it evenly divides into many different numbers representing specific fractions of a 
second that are commonly used in video and audio. Some examples include high definition video 
recorded at 24 frames per second, CD and digital audio files recorded at 44.1 KHz (44,100 'chunks' of 
data per one second of audio), and 120 hertz - the number of frames of video shown per second on a 
television or monitor. 

Those numbers are technically abbreviated because they have decimals that run infinitely. The flick, 
however, can be used to evenly divide 24 frames per second, or 44.1 KHz, and even 120 Hz - which 
means you get video that is smooth as well as audio that never goes out of sync. This is especially useful 
when converting audio and video file formats. (Source: techcrunch.com) 

"Internet Time" Previously Bombed 
A researcher told the BBC the flick system could be particularly useful in virtual reality and gaming, 
particularly where it's important for the experience to be immersive. Removing even tiny glitches makes it 
much less likely that the user's brain will spot something amiss and thus break the illusion. (Source: 
bbc.co.uk) 

Several sources have noted the system might be more successful than a previous attempt to create a 
new unit of time. Back in 1998, Swatch tried to create "Internet Time", a unit of 86.4 seconds. This was 
done so that a day divided into 1,000 units. Supposedly this would eliminate the need for time zones, 
though it came across more as a marketing gimmick for watches. 

What's Your Opinion? 
Are you impressed by Facebook creating what appears to be a simple solution to a problem? Is this a 
worthwhile use of Facebook's (pardon the pun) time? Is making video more immersive an important goal 
or just a gimmick? John Lister in Infopackets.com. 

 

How To Eliminate 94% of Windows 

Vulnerabilities Easily 

Category: Security From “askbobrankin.com”. 

 

 

A new report from security experts at Avecto highlights hundreds of critical vulnerabilities 

discovered in Microsoft Windows just in the year 2016. Any of them could allow a hacker to 

take full control of an unpatched PC. But one simple trick can create a roadblock to neutralize 

more than 94% of these threats. Read on for the scoop… 
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It's "Standard" Operating Procedure 

Here's the short answer: All you have to do is log into Windows as a “standard” user, with 

limited privileges to add and remove components, change system settings, and so on. If you can’t 

make drastic changes to the system, neither can any malware that may find its way past your 

defenses.  

More than 94% of the critical vulnerabilities tallied in the Avecto report require administrator 

privileges to exploit them. One hundred percent of critical vulnerabilities in Internet Explorer 

and Edge, the new Windows 10 browser, can only be exploited by malware with administrator 

privileges. Obviously, you should be using a standard user account except in circumstances when 

higher privileges are necessary. 

 

But if you’re a typical home user, you probably have administrator privileges and all the 

vulnerabilities that come with that powerful status. When Windows is installed, the first user 

account created is an administrator account. Most home users just use it routinely, and don’t 

bother to create standard user accounts. 

Windows 10 has been touted as the most secure version ever. But Avecto found that Windows 

10 contained the most critical vulnerabilities of any version examined. A whopping 395 critical 

Windows 10 vulnerabilities were discovered during 2016. Ninety-three percent of these 

vulnerabilities are neutralized by using a standard user account. So technically, Microsoft’s 

“most secure version ever” claim may be true, but not by much. 

Logging in with a Standard account is only the first step. Keep your shields up, by using one of 

my recommended Free AntiVirus Programs. See my article Downloading? Watch Out For These 

Danger Signs and be on guard against email phishing attacks. See Would You Click on This? to 

learn more about phishing.  

Every system needs an administrator account occasionally. But you should create and 

routinely use standard user accounts that have lower privileges. Here is how to create a 

standard account in Windows 7: 

Click Start, and in the search box enter “user account.” Among the search results, you will see 

“Create standard user account.” Click on that item. On the next screen, give the account a name 

https://goo.gl/55EWuJ
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and make sure “standard account” is selected. Click on “Create account” and you’re done - 

almost. 

Every user account should require a password to log into it. After you create an account, it will 

be displayed on a page with all the other accounts on that machine. Double-click on the new user 

account’s icon and select “create password” in the list of actions on the left. Type the password 

into the next form page, confirm it by typing again, and click on the “Create password” button. 

Now you’re done. 

Creating new user accounts is more complicated in Windows 10. Microsoft desperately 

wants you to create a Microsoft account so it can track you all over the Web. Finding the option 

to create a new standard user account on a PC without creating a matching Microsoft account is a 

challenge. But let’s do it: 

Enter “Settings” in the search box to open that app. Click on Accounts. Click on “Family & 

Other People.” Click on “Add someone else to this PC.” Click on “I don’t have this person’s 

sign-in information.” Click on “Add a user without a Microsoft account.” Finally, you can create 

a standard account by naming it and giving it a password. Whew! 

Occasionally, a standard user may need administrator privileges to run an app. If you get an error 

message saying administrator privileges are required, right-click on the app’s shortcut and select 

“run as administrator” from the drop-down menu. 

As I mentioned up front, using a standard account mitigates 93-94% of critical vulnerabilities. 

But that doesn’t mean you can dispense with anti-malware protection, download software from 

sketchy sites, and click every link that appears in your inbox. See the sidebar above for some 

helpful Internet security links.  

Your thoughts on this topic are welcome. Post your comment or question to 

“askbobrankin.com”. 

 

THE LAST WORD! 

From “mikeslist.com  
Any last words? A new chat app called "Die With Me" works only when the battery in your Android phone or 
iPhone is below 5%. Everybody in this ad hoc social network is about to lose power in their phones.  

You can subscribe to Mikes List at mike@eigan.com 
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