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Android Apps Now have Secure ID; 

Avoid Malicious Installs 

 
By John Lister on June, 26 2018 in “Infopackets.com”. 

Google is to mark Android apps to show they originated in the Google Play store. It's described 

as a security measure that could be particularly helpful in places with unreliable data 

connections. 

The change is to APK files, which stands for "Android PacKage"; these are files used to install 

an Android application on an Android device. Whenever you download an app from the Google 

Play store, it's always an APK file which is installed. However, the format is also the same if the 

app were to be downloaded from a third party website. 

Google is adding security metadata to all APKs distributed on the Google Play store. This small 

piece of code confirms where the APK originated from, similar to how secure servers use 



certificates to validate they sites are in fact secure. The idea is that if the file winds up getting to 

a user via another route (other than the Play store), the device will be able to confirm the app is 

indeed legitimate. 

Apps Can't Be Altered Without Detection 

The way the security metadata is built in to the APK file means it won't be possible to take a file 

from Google Play, alter it (to add malicious elements, for example) and distribute it without 

devices being able to spot the tampering. 

While it might seem an odd move for people who habitually get their Android apps directly from 

the official Play Store, it does have some uses. In countries with limited or unreliable data plans, 

many users - with Google's support - share Android apps through peer-to-peer file sharing 

software. This can mean getting a file in multiple tiny pieces from multiple sources and 

reassembling it when complete. 

Google says the change will mean people getting apps in this way will be able to confirm that the 

file they wind up with is indeed the same one that was added to the Play Store. (Source: 

googleblog.com) 

Automatic Updates Enabled 

Another benefit is that apps that carry the metadata will be eligible to get automatic updates from 

the Google Play Store. 

Not everyone has welcomed the move without reservations, however. Some have raised concerns 

that the metadata could be used to force users to update to an unwanted new edition of an app, or 

even that Google or phone manufacturers might one day use the metadata as a way to block 

devices from running any app that didn't originally come from Google Play. (Source: 

slashgear.com). 

 

 

 

Google will roll out 'new Gmail' to all 

users starting next month 
By October, it's all about the redesign 

https://android-developers.googleblog.com/2018/06/google-play-security-metadata-and.html
https://www.slashgear.com/google-play-store-adds-security-metadata-drm-to-all-android-apps-24535291/


 
Google will roll out 'new Gmail' to all users starting next month  

  

By Chris Merriman@ChrisTheDJ  

GOOGLE HAS confirmed it is to begin the process of moving users over the "new Gmail" 

redesign starting next month. 

After a seemingly successful period of optional opt-in, the company is going to start rolling it out 

in a slightly more aggressive manner. Not Microsoft aggressive, but still, the parameters have 

been set. 

First off, from next month, GSuite administrators will be required to allow people to opt-in to the 

new Gmail, even if they'd disabled the change before. 

From August, the choice will be taken out of admins' hands and all users will have the option to 

opt-in. 

In September, everyone will be migrated, but with the option changed to manually opt-out. 

From October, the full redesign rolls out and opting out is no longer possible. 

https://www.theinquirer.net/author/profile/2960/chris-merriman
https://www.theinquirer.net/author/profile/2960/chris-merriman
https://gsuiteupdates.googleblog.com/2018/06/new-gmail-timeline.html
https://www.theinquirer.net/inquirer/news/3030890/google-announces-the-new-gmail-with-added-security-and-a-bunch-of-new-features


Although the news is officially relating only to G Suite users, from what we understand, the 

regular Gmail is also going through the same process. In which case, we'll see opt-in until 

September, then a month of opt-out, and full changeover in October. 

So far, the new Gmail doesn't seem to be causing any massive headaches for users, and the 

benefits are significant - including expiring emails, snoozing (which has changed our lives) and a 

whole bunch of lovely little UI tweaks that speak of a service in evolution, not revolution, 

picking up the best parts of the experimental Google Inbox interface along the way. 

There's also "nudging" for important emails which may have slipped through the net, and offline 

support that actually works and doesn't require a clunky second interface. 

If you have a mind to try it now, the opt-in process is simple. From the Gmail menu, select the 

cog icon in the top right and select "Try the new Gmail". To swap back (which you almost 

certainly won't) then repeat the process and click "Go back to Classic Gmail".. 

 

From GIZMO”S Freeware 

This Windows Search Tool Is Super Fast and Easy To Use  

Posted: 20 Jun 2018 01:08 AM PDT 

 

 

 

Windows built in search has improved over the years but it can be slow and cumbersome. This Windows 
search tool is fast and easy to use. 
 
Wizfile is a free program that makes searching Windows fast and easy. It searches your system's master 
file table (MFT) instead of indexing all the files on your drive, which produces super fast results. The 
interface is simple and easy to use for everyone, whether you're new to computers or have more advanced 
skill levels.  Read More. 
 
 

https://www.theinquirer.net/inquirer/news/3032349/google-rolls-out-snooze-and-nudge-features-for-gmail
http://feedproxy.google.com/~r/gizmosbest/~3/FN8fMrrm7uY/windows-search-tool-super-fast-and-easy-use.htm?utm_source=feedburner&utm_medium=email
https://www.techsupportalert.com/content/windows-search-tool-super-fast-and-easy-use.htm


 

Email, Social Media Still Security Nightmares 
 

Phishing and banking trojans continue to be major threats brought into the enterprise. 

From “darkreading.com”. 

 

Users are going to click on sketchy links, download iffy files, and go to dangerous web sites. 

And there's not a whole lot you can do about it. Those are just some of the conclusions in a threat 

report released on June 14. 

The "Q1 2018 Quarterly Threat Report" published by ProofPoint shows that the old favorites are 

returning, as banking trojans replaced ransomware as the most common type of email-borne 

malware seen on user desktops. The shift appears, according to the report, to be due to a 

combination of a disruption to the Necurs botnet and the rise of other, more profitable, malware 

payloads. 

In addition, social media support fraud, dubbed "angler phishing" saw a massive increase in the 

first quarter of 2018, appearing 200% more frequently than in the previous quarter. Looking for 

good news? Find it in exploit kits, which are rapidly and consistently declining in popularity as 

malware authors find other attacks to be easier and more profitable. 

For more, read here. 

Dark Reading's Quick Hits delivers a brief synopsis and summary of the significance of breaking 

news events. For more information from the original source of the news item, please follow the 

link provided in this article. View Full Bio. 

 

NOW SOMETHING FOR THE KIDS IN US! 
As seen on mike@elgan.com. 

UNANTICIPATED CONVERGENCE 

Mattel, which makes Hot 

https://go.proofpoint.com/Threat-Report-Q12018.html
https://www.darkreading.com/author-bio.asp?author_id=2179


Wheels (those tiny cars that roll down orange plastic tracks), has teamed 
up with GoPro to create a special, $1 Hot Wheels car called Zoom In 
designed for a GoPro camera. Now junior can capture the world from a 
fast-moving Hot Wheels car and upload the result to YouTube. Here 
comes the video!. 
 

 

 

QuickLook for Windows 10 brings a 
useful Mac feature to PCs 

A free utility in the Microsoft Store 

By Tom Warren@tomwarren Jun 22, 2018, in “thrverg.com”.  
 
tomwarren Jun 22, 2018, 9:59am EDT  
S HAREQuickLook for  W indows 10  br ings a use ful  Mac fea ture  to 

PCs  

If you’re a Mac user you’re probably used to just hitting the space bar to see a 
quick preview of a file. It’s a useful feature that Microsoft hasn’t brought to 
Windows 10 yet, but a new app in the Microsoft Store now offers the best way 
to get this macOS feature on a PC. QuickLook does exactly what its name 
suggests, allowing you to preview most file types from within File Explorer. 

https://elgan.us12.list-manage.com/track/click?u=4802048e9817f76d70d17bfcc&id=352773043d&e=87d0c55352
https://elgan.us12.list-manage.com/track/click?u=4802048e9817f76d70d17bfcc&id=022fb5d730&e=87d0c55352
https://www.theverge.com/users/tomwarren
https://www.theverge.com/users/tomwarren
https://www.twitter.com/tomwarren
https://click.linksynergy.com/deeplink?id=nOD%2FrLJHOac&mid=24542&u1=verge&murl=https%3A%2F%2Fwww.microsoft.com%2Fen-us%2Fp%2Fquicklook%2F9nv4bs3l1h4s


It works just like the macOS Quick Look feature, and you can hit enter to open 
in the default app, or choose a different app to open the file in. Unfortunately 
there’s not many options to customize the app, but it does also support ctrl+ 
mouse wheel to zoom in on documents and PDFs and you can always quickly 
close the preview by hitting escape or move to the next document by hitting 
up / down. It works well for most file types that you’d want to preview, but 
GIFs might take an extra few seconds to load. 

Seer, an app also available for Windows, is very similar to QuickLook, but I 
personally prefer the features and UI of QuickLook and the fact it’s regularly 
updated through the Microsoft Store. You can download QuickLook free of 
charge from the Microsoft Store.. 

 

Thomas Sowell Quotes 

“It is hard to imagine a more stupid or more dangerous way of making 
decisions than by putting those decisions in the hands of people who pay no 
price for being wrong.” Thomas Sowell, 

 

http://www.1218.io/
https://click.linksynergy.com/deeplink?id=nOD%2FrLJHOac&mid=24542&u1=verge&murl=https%3A%2F%2Fwww.microsoft.com%2Fen-us%2Fp%2Fquicklook%2F9nv4bs3l1h4s

