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Google Secretly Tracks What You Buy Offline Using 

MasterCard Data 

From The Hacker News  news@news.nl00.net. September 03, 2018By Wang Wei 

    

Over a week after Google admitted the company tracks users' location even after they disable 

location history, it has now been revealed that the tech giant has signed a secret deal with MasterCard 

that allows it to track what users buy offline. 

https://thehackernews.com/2018/09/google-mastercard-advertising.html
https://thehackernews.com/2018/09/google-mastercard-advertising.html
mailto:news@news.nl00.net.
https://thehackernews.com/p/authors.html
https://thehackernews.com/2018/08/google-mobile-location-tracking.html


 

Google has paid MasterCard millions of dollars in exchange to access this information.  

Neither Google nor MasterCard has publicly announced the business partnership over allowing 

Google to measure retail spending, though the deal has now been disclosed by Bloomberg. 

 

According to four unidentified people with knowledge of the deal cited by the news outlet, Google 

and MasterCard reached the agreement after a four-year negotiation, wherein all MasterCard 

transaction data in the U.S. has been encrypted and transmitted to Google. Google packaged the data 

into a new tool for advertisers, called Store Sales Measurement, and currently being tested the tool 

with a small group of advertisers, allowing them to track whether online advertisements turned into 

real-world retail sales. Last year when Google announced its Store Sales Measurement service, it 

only said the company had access to approximately 70% of U.S. credit and debit cards through 

partners but did not reveal their names. 

 

This suggests that not just MasterCard, Google has deals with other credit card companies as well, 

which total of 70% of the people who use credit and debit cards in the United States. However, it 

seems that users can reportedly opt out of offline ad tracking by merely turning off "Web and App 

Activity" in their Google account. MasterCard denied that the company provided personal 

information to any third parties. Here's what a MasterCard spokesperson said in a statement: 

 

"Regarding the [Bloomberg] article you cited, I’d quickly note that the premise of what was reported 

is false. The way our network operates, we do not know the individual items that consumer purchases 

in any shopping cart—physical or digital. No individual transaction or personal data is provided. 

That delivers on the expectation of privacy from both consumers and merchants around the world. In 

processing a transaction, we see the retailer’s name and the total amount of the consumer’s purchase, 

but not specific items." 

 

Google also said it did "not have access to any personal information" from its partners’ credit and 

debit cards, nor do it "share any personal information" with its partners. Without any doubt, the deal 

has been a boon to Google, as advertisers see much bigger returns and ready to pay more money to 

Google.  

 

Have something to say about this article? Comment below or share it with us on Facebook, Twitter 

or our LinkedIn Group. 

https://www.bloomberg.com/news/articles/2018-08-30/google-and-mastercard-cut-a-secret-ad-deal-to-track-retail-sales
https://support.google.com/google-ads/answer/6190164
https://www.facebook.com/thehackernews
https://twitter.com/thehackersnews
https://www.linkedin.com/company/the-hacker-news/


Skype Offers Secret Calling, End-to-End 

Encryption 

 
By John Lister on August, 21 2018 in “Infopackets.com”.  

Skype has added a new "private conversations" feature. Calls made this way will be encrypted so 

that it's impossible for anyone to usefully intercept or listen in. 

The data for such calls will use end-to-end encryption. That means the data is encrypted on one 

user's device and kept that way throughout its journey over the Internet until it reaches the other 

user's device. If the data is intercepted, it won't be of any use. 

The system will work on a "conversation" basis rather than a call-by-call basis. One user must 

select the feature, which will then send an invite to the other user. Once the other user accepts the 

invite, all messages and calls between them will be encrypted until one of the pair turns off the 

feature. The encryption will also work on any files sent through Skype as part of the 

conversation. 

Existence of Calls Also Secret 

As well as the data being encrypted, any written messages and records of the calls will be hidden 

from the normal list on the user's device. It appears that the messages will only be accessible 

during calls. 

There are some significant limitations to the feature. Each user can only take part in one private 

conversation at a time and only on one device at a time. That means only one-to-one calls can be 

encrypted. 

It is however possible to stop a private conversation and then switch devices (for example, to go 

from a laptop to a smartphone) but any messages sent or received will be tied to the device they 

originated on and only during the call. That's in contrast to normal unencrypted messages which 

can be accessed from any device when the user is logged in to their account. (Source: 

mspoweruser.com) 

Microsoft Can't Decrypt Messages 

https://mspoweruser.com/skypes-end-to-end-encrypted-private-conversations-feature-now-available-across-platforms/


If, for example, Alan starts a private conversation with Bella and then wants to start a private 

conversation with Claire, he'll need to end the private conversation with Bella. Any calls he 

makes to Bella will then be unencrypted until he ends the private conversation with Claire and 

starts a new one with Bella. 

The end-to-end encryption means even Skype-operator Microsoft itself can't read or listen to the 

conversations. That's good news for users who value privacy, but not such great news for law 

enforcement officials who believe such a setup makes it harder to monitor suspects. (Source: 

zdnet.com) 

What's Your Opinion? 

Do you have any interest in the private conversations mode? Are the restrictions too much of a 

hassle? Does it matter than Microsoft can't decrypt the messages or calls, even if a court orders it 

to do so? 

 

 New Firefox to Block Unwanted 

Tracking, Cryptojacking 

 
by John Lister on September, 6 2018 in “Infopackets.com:. 

Firefox is getting a series of updates to boost performance, privacy and usability. Unwanted 

tracking tools and browser hijackers are among the targets of security updates. 

Two of the biggest measures deal with websites that track user activity online, potentially to 

make site content more relevant, but more commonly to deliver targeted advertising. 

Version 63 of Firefox, due in September, will by default block ad trackers if they take a 

particularly long time to load, in turn making pages slow to appear. This setting is purely to do 

with the load time of the tracker rather than what it actually does. 

Browser Could Block Cryptojacking 

Firefox version 63 may also get a block on cryptojacking, as long as a current test program 

works out. Cryptojacking is where a website hijacks a computer's resources and uses them 

https://www.zdnet.com/article/microsoft-delivers-promised-end-to-end-skype-encryption-option/
https://www.infopackets.com/news/10311/google-cracks-down-cryptomining-scams


remotely to try to verify transactions in a blockchain, which is the digital "ledger" used to keep 

track of virtual currencies such as Bitcoin. 

This can be lucrative as the first person to complete a batch of verifications is rewarded with a 

payment in the currency that can be sold for real-world cash. Cryptojacking is bad news for the 

victims as it means their machine may slow down or overheat. (Source: 

interestingengineering.com) 

Another change tentatively scheduled for version 63 is a suggested extensions tool, known 

formally as a "Contextual Feature Recommender." This will look at the contents of a website and 

suggest any relevant extensions. It appears they'll mainly be official extensions produced by the 

website in question. 

'Fingerprinting' In Mozilla's Sights 

Version 65, which should follow in January, will by default block cross-site trackers. These 

monitor a user's activity even after they have left the site in question. That lets them build up a 

better picture of the user's interests, which can affect the content and ads they see if and when 

they return to the site. 

At some point Mozilla also plans to have Firefox block 'fingerprinting' by default. That's where 

trackers try to identify an individual computer to make tracking easier. They do this by 

combining multiple pieces of information about the PC that are accessible to websites such as 

time zone, screen resolution, and what versions of particular software are running. The idea is to 

combine so many factors that the pattern of a specific computer is unique. (Source: sophos.com) 

What's Your Opinion? 

Is Firefox right to block slow or cross-site trackers by default? Do such moves make you more 

likely to use such a site? Do you pay much attention to 'behind the scenes' tools in browsers? 

 

 

The most successful phishing emails tell users to check 

their passwords or investigate security alerts. 
From “Darkreading.com”. 
 
 

Hackers are exploiting their increasingly security-savvy targets by sending emails disguised with 

subject lines about security alerts and password verification. Consumers are taking the bait. 

https://www.infopackets.com/news/10285/thousands-sites-hit-cryptojacking-scam
https://www.infopackets.com/news/10285/thousands-sites-hit-cryptojacking-scam
https://interestingengineering.com/firefox-set-to-automatically-block-cryptocurrency-mining-malware-scripts
https://nakedsecurity.sophos.com/2018/09/03/firefox-to-start-blocking-ad-tracking-by-default/


For the "Top 10 Global Phishing Email Subject Lines" report for Q2 2018, researchers at 

KnowBe4 pulled data from simulated phishing tests and real-word phishing emails reported to IT 

departments. The most successful messages target users' commitment to security as attackers 

bank on the likelihood such emails will make people feel alarmed or needed. 

"Password Check Required Immediately" is the most effective subject line, with 15% of users 

clicking, followed by "Security Alert" (12%) and "Change of Password Required Immediately" 

(11%). Other common lines included "A Delivery Attempt was Made" (10%), "Urgent press 

release to all employees" (10%), and "Deactivation of [[email]] in Process" (10%). 

Read more details here. 

 

Fix Common USB Problems with Windows USB 

Troubleshooter  

toggle-button  From “Gizmo’s Freeware”. 

Last updated by rhiannon on 03. September 2018 - 20:59 

             
  

 

USB devices can run into issues periodically. Download and run the Windows USB 

Troubleshooter to diagnose and repair common USB issues. 

From time to time you may not be able to safely eject a USB device from Windows using the 

Safely Remove Hardware dialog box. You may see a "This device is currently in use" message, 

or the USB device isn't detected. The USB Troubleshooter can diagnose and repair these and 

some other USB problems. It was created to work with USB audio, storage, and print devices - 

such as thumb drives, USB hard drives, and USB printers - that don't eject using the Safely 

Remove Hardware dialog box. 

https://www.knowbe4.com/press/knowbe4-releases-q2-2018-top-clicked-phishing-report
https://www.techsupportalert.com/content/fix-common-usb-problems-windows-usb-troubleshooter.htm
https://www.techsupportalert.com/users/rhiannon


The Windows USB Troubleshooter is small and fast, and can be downloaded from this 

Microsoft website 

 . 

When you click the Download button, you'll see a download prompt asking if you want to run or 

save a file named WinUSB.diagcab. If you opt to run the file, it will run immediately. Saving the 

file downloads it to your computer and can be run at any time. 

If device drivers are set not to update in Windows Update, a dialog box will pop up that says 

Windows Update needs to allow driver updates. There are two choices in the dialog box; Set 

Windows Update to allow driver updates, and Continue without changing Windows Update 

settings. I like to update device drivers myself, so I went with the choice to continue. 

After the Troubleshooter finishes, you'll see a Troubleshooting report that lists any issues that 

were found and repaired, and a list of potential issues that were checked and weren't a problem. 

The file is small - 310 KB - and it will run on Windows 7, 8, 8.1 and Windows 10. 

If you still have problems with a USB device, one of these steps may help: 

- Updating the driver 

- Removing the driver in Device Manager and letting Windows detect it again 

- Use the Hardware troubleshooter that ships with Windows and is accessed through the Control 

Panel.  

 

A warning sign seen at a local bar. 

 

ONE TEQUILA, TWO TEQUILA, THREE TEQUILA, 

FLOOR. 

 
 

 

https://support.microsoft.com/en-us/help/17614/automatically-diagnose-and-fix-windows-usb-problems
https://support.microsoft.com/en-us/help/17614/automatically-diagnose-and-fix-windows-usb-problems
https://support.microsoft.com/en-us/help/17614/automatically-diagnose-and-fix-windows-usb-problems

